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We’ve been asked to review 47 files in a Github repository. These are changes to the V1
version and were reviewed as a git diff. We found 1 major, and a few less important issues.
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Findings

ID Severity Category Status

CVF-1 Minor Overflow/Underflow Info

CVF-2 Minor Suboptimal Info

CVF-3 Major Flaw Info

CVF-4 Minor Suboptimal Info

CVF-5 Minor Suboptimal Info

CVF-6 Minor Suboptimal Info

CVF-7 Minor Documentation Info

CVF-8 Minor Bad naming Info

CVF-9 Minor Procedural Info

CVF-10 Minor Suboptimal Info

CVF-11 Minor Unclear behavior Fixed

CVF-12 Minor Unclear behavior Fixed

CVF-13 Minor Suboptimal Fixed

CVF-14 Minor Unclear behavior Fixed

CVF-15 Minor Bad naming Info

CVF-16 Minor Suboptimal Info

CVF-17 Minor Unclear behavior Fixed

CVF-18 Minor Bad naming Info

CVF-19 Minor Suboptimal Info

CVF-20 Minor Suboptimal Info

CVF-21 Minor Suboptimal Info

CVF-22 Minor Suboptimal Info

CVF-23 Minor Suboptimal Info

CVF-24 Minor Suboptimal Info

CVF-25 Minor Suboptimal Info

CVF-26 Minor Procedural Info

CVF-27 Minor Bad naming Info
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ID Severity Category Status

CVF-28 Minor Bad naming Info

CVF-29 Minor Bad datatype Info

CVF-30 Minor Suboptimal Info

CVF-31 Minor Bad naming Info

CVF-32 Minor Bad datatype Info

CVF-33 Minor Unclear behavior Fixed

CVF-34 Minor Suboptimal Info

CVF-35 Minor Documentation Info

CVF-36 Minor Bad datatype Info

CVF-37 Minor Bad naming Info

CVF-38 Minor Suboptimal Info

CVF-39 Minor Bad naming Info

CVF-40 Minor Bad naming Info

CVF-41 Minor Procedural Info

CVF-42 Moderate Suboptimal Info
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1 Document properties

Version

Version Date Author Description
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0.2 June 7, 2022 D. Khovratovich Minor revision

1.0 June 7, 2022 D. Khovratovich Release

Contact

D. Khovratovich

khovratovich@gmail.com
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2 Introduction
The following document provides the result of the audit performed by ABDK Consulting at
the customer request. The audit goal is a general review TrueFi protocol update.
We have reviewed the contracts at repository:

• access/interfaces/IManageable.sol

• access/InitializableManageable.sol

• access/Manageable.sol

• access/Upgradeable.sol

• governance/common/OwnedUpgradeabilityProxy.sol

• governance/common/StkClaimableContract.sol

• governance/AllowedDelegatesList.sol

• governance/DaoGovernor.sol

• governance/DaoToken.sol

• governance/StkTruToken.sol

• governance/VoteToken.sol

• interfaces/DSRegistryServiceInterface.sol

• interfaces/IAutomatedLineOfCredit.sol

• interfaces/IBasePortfolio.sol

• interfaces/IDebtInstrument.sol

• interfaces/IERC20WithDecimals.sol

• interfaces/IFinancialInstrument.sol

• interfaces/IFixedInterestOnlyLoans.sol

• interfaces/IFlexiblePortfolio.sol

• interfaces/IProtocolConfig.sol

• interfaces/ITransferStrategy.sol

• interfaces/IValuationStrategy.sol

• proxy/ProxyWrapper.sol

• strategies/DepositStrategy.sol

• strategies/FixedInterestOnlyLoansValuationStrategy.sol

8
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• strategies/MultiInstrumentValuationStrategy.sol

• strategies/NonUsOnlyDeposit.sol

• strategies/PortfolioClosedWithdrawStrategy.sol

• strategies/TransferAgentWhitelistDepositStrategy.sol

• strategies/TransferAgentWhitelistTransferStrategy.sol

• strategies/TransferStrategy.sol

• strategies/WhitelistDeposit.sol

• strategies/WithdrawStrategy.sol

• utils/Multicall2.sol

• AutomatedLineOfCredit.sol

• AutomatedLineOfCreditFactory.sol

• BasePortfolio.sol

• BasePortfolioFactory.sol

• FixedInterestOnlyLoans.sol

• FlexiblePortfolio.sol

• FlexiblePortfolioFactory.sol

• ProtocolConfig.sol

The fixes were provided in a new commit.

2.1 About ABDK
ABDK Consulting, established in 2016, is a leading service provider in the space of blockchain
development and audit. It has contributed to numerous blockchain projects, and co-authored
some widely known blockchain primitives like Poseidon hash function. The ABDK Audit
Team, led by Mikhail Vladimirov and Dmitry Khovratovich, has conducted over 40 audits of
blockchain projects in Solidity, Rust, Circom, C++, JavaScript, and other languages.

2.2 Disclaimer
Note that the performed audit represents current best practices and smart contract standards
which are relevant at the date of publication. After fixing the indicated issues the smart
contracts should be re-audited.

9
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2.3 Methodology
The methodology is not a strict formal procedure, but rather a collection of methods and
tactics that combined differently and tuned for every particular project, depending on the
project structure and and used technologies, as well as on what the client is expecting from
the audit. In current audit we use:

• General Code Assessment. The code is reviewed for clarity, consistency, style, and
for whether it follows code best practices applicable to the particular programming lan-
guage used. We check indentation, naming convention, commented code blocks, code
duplication, confusing names, confusing, irrelevant, or missing comments etc. At this
phase we also understand overall code structure.

• Entity Usage Analysis. Usages of various entities defined in the code are analysed.
This includes both: internal usages from other parts of the code as well as potential
external usages. We check that entities are defined in proper places and that their
visibility scopes and access levels are relevant. At this phase we understand overall
system architecture and how different parts of the code are related to each other.

• Access Control Analysis. For those entities, that could be accessed externally, access
control measures are analysed. We check that access control is relevant and is done
properly. At this phase we understand user roles and permissions, as well as what assets
the system ought to protect.

• Code Logic Analysis. The code logic of particular functions is analysed for correctness
and efficiency. We check that code actually does what it is supposed to do, that
algorithms are optimal and correct, and that proper data types are used. We also check
that external libraries used in the code are up to date and relevant to the tasks they solve
in the code. At this phase we also understand data structures used and the purposes
they are used for.

10
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3 Detailed Results
3.1 CVF-1

• Severity Minor • Status Info

• Category Overflow/Underflow • Source FixedInterestOnlyLoans.sol

Description Overflow is possible when converting to "uint40".
Recommendation Consider using safe conversion.
Client Comment Irrelevant, uint40 is 35k years so shouldn’t be reached any time soon

Listing 1:

188 +loan . cu r r en tPe r i odEndDate = u i n t 40 ( b l o ck . t imestamp +
↪→ _per i odDura t i on ) ;

3.2 CVF-2

• Severity Minor • Status Info

• Category Suboptimal • Source StkTruToken.sol

Description These checks are redundant, as it is anyway possible to pass a dead token address.

Listing 2:

203 +r e q u i r e ( a dd r e s s ( _tru ) != add r e s s (0 ) , "StkTruToken : TRU token
↪→ add r e s s must not be 0") ;

+r e q u i r e ( a dd r e s s ( _tfusd ) != add r e s s (0 ) , "StkTruToken : tfUSD
↪→ token add r e s s must not be 0") ;

+r e q u i r e ( a dd r e s s ( _feeToken ) != add r e s s (0 ) , "StkTruToken : f e e
↪→ token add r e s s must not be 0") ;

245 +r e q u i r e ( a dd r e s s ( _feeToken ) != add r e s s (0 ) , "StkTruToken : f e e
↪→ token add r e s s must not be 0") ;

11
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3.3 CVF-3

• Severity Major • Status Info

• Category Flaw • Source StkTruToken.sol

Description This function shouldn’t be public, as it should never be called outside of the
"initialize" function. If this function would be called before the "initialize" function, it would
make impossible to initialize the smart contract. If it would be called after the "initialize"
function, the call would be revered.
Recommendation Consider declaring this function as internal.
Client Comment It is intended, because stkTruToken is already deployed and we need to call
initializeTotalSupplyCheckpoints manually to initialize it.

Listing 3:

221 +f u n c t i o n i n i t T o t a l S u p p l yCh e c k p o i n t s ( ) p u b l i c onlyOwner {

3.4 CVF-4

• Severity Minor • Status Info

• Category Suboptimal • Source StkTruToken.sol

Description The expression "cooldownStart + cooldownTime" is calculated twice.
Recommendation Consider calculating once and reusing.

Listing 4:

383 + i f ( coo ldownSta r t == 0 | | coo ldownSta r t + cooldownTime +
↪→ un s t a k ePe r i o dDu r a t i o n < b l o ck . t imestamp ) {

387 +r e t u r n coo ldownSta r t + cooldownTime ;

3.5 CVF-5

• Severity Minor • Status Info

• Category Suboptimal • Source StkTruToken.sol

Recommendation Right shift would be more efficient.

Listing 5:

406 +u in t256 hal fAmount = amount / 2 ;
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3.6 CVF-6

• Severity Minor • Status Info

• Category Suboptimal • Source StkTruToken.sol

Description This check doesn’t save gas, as storing the already stored value in a storage slot
is actually as cheap. As reading a value from the storage

Listing 6:

665 i f ( n e x t D i s t r i b u t i o n I n d e x != i nd e x ) {

3.7 CVF-7

• Severity Minor • Status Info

• Category Documentation • Source StkTruToken.sol

Description This function is still flawed.
Recommendation Consider documenting.

Listing 7:

795 +f u n c t i o n _checkpo intsLookup ( Checkpo in t [ ] s t o r a g e checkpo i n t s ,
↪→ u i n t256 blockNumber ) i n t e r n a l v i ew r e t u r n s ( u i n t 256 ) {

3.8 CVF-8

• Severity Minor • Status Info

• Category Bad naming • Source AutomatedLineOfCredit.sol

Recommendation Should be "_setupRole" rather than "_grantRole".
Client Comment _setupRole is deprecated in favor of _grant-
Role, here is the link https://github.com/OpenZeppelin/openzeppelin-
contracts/blob/master/contracts/access/AccessControl.sol#L203

Listing 8:

61 +_grantRole (DEPOSIT_ROLE, _depo s i t S t r a t e g y ) ;
+_grantRole (WITHDRAW_ROLE, _withdrawStrategy ) ;
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3.9 CVF-9

• Severity Minor • Status Info

• Category Procedural • Source AutomatedLineOfCredit.sol

Recommendation This check should be made in the "initialize" function before assigning
the "borrower" variable.
Client Comment This are security measures taken to prevent unexpected vectors of attacks.
Even though we cannot reach them for now, we would like to keep them just in case. They are
not stated in the initialize function, because borrower might be updated thorugh ‘upgradeTo‘
call.

Listing 9:

70 +r e q u i r e ( a dd r e s s ( t h i s ) != borrower , " AutomatedL ineOfCred i t : Pool
↪→ cannot borrow from i t s e l f ") ;

96 +r e q u i r e ( bo r rowe r != add r e s s ( t h i s ) , " AutomatedL ineOfCred i t : Pool
↪→ cannot r epay i t s e l f ") ;

118 +r e q u i r e ( bo r rowe r != add r e s s ( t h i s ) , " AutomatedL ineOfCred i t : Pool
↪→ cannot r epay i t s e l f ") ;

3.10 CVF-10

• Severity Minor • Status Info

• Category Suboptimal • Source AutomatedLineOfCredit.sol

Description This check is redundant, as (msg.sender == borrower) and (borrower != ad-
dress(this)) imply (msg.sender != address(this)).
Recommendation Consider removing this check.
Client Comment As above.

Listing 10:

95 +r e q u i r e (msg . s ende r != add r e s s ( t h i s ) , " AutomatedL ineOfCred i t :
↪→ Pool cannot r epay i t s e l f ") ;

117 +r e q u i r e (msg . s ende r != add r e s s ( t h i s ) , " AutomatedL ineOfCred i t :
↪→ Pool cannot r epay i t s e l f ") ;
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3.11 CVF-11

• Severity Minor • Status Fixed

• Category Unclear behavior • Source AutomatedLineOfCredit.sol

Description This should be called only when the amount is non-zero.

Listing 11:

110 +_repay ( amount ) ;

3.12 CVF-12

• Severity Minor • Status Fixed

• Category Unclear behavior • Source AutomatedLineOfCredit.sol

Description This event is emitted even if nothing actually changed.

Listing 12:

227 +emit MaxSizeChanged ( _maxSize ) ;

3.13 CVF-13

• Severity Minor • Status Fixed

• Category Suboptimal • Source ProtocolConfig.sol

Recommendation The parameter should be indexed.

Listing 13:

21 +even t PauserAddressChanged ( add r e s s newPauserAddress ) ;

3.14 CVF-14

• Severity Minor • Status Fixed

• Category Unclear behavior • Source ProtocolConfig.sol

Description This even is emitted even if nothing actually changed.

Listing 14:

56 +emit PauserAddressChanged ( newPauserAddress ) ;
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3.15 CVF-15

• Severity Minor • Status Info

• Category Bad naming • Source FlexiblePortfolio.sol

Recommendation Should be "_setupRole" rather than "_grantRole".
Client Comment As above.

Listing 15:

80 +_grantRole (DEPOSIT_ROLE, _ s t r a t e g i e s . d e p o s i t S t r a t e g y ) ;
+_grantRole (WITHDRAW_ROLE, _ s t r a t e g i e s . w i t hd r awSt r a t egy ) ;

3.16 CVF-16

• Severity Minor • Status Info

• Category Suboptimal • Source FlexiblePortfolio.sol

Description This conditions is quite limiting.
Recommendation Consider separating the manager fee recipient from managers with elevated
privileges.
Client Comment We keep it that way for this version and consider changes for the next one.

Listing 16:

143 +r e q u i r e ( getRoleMemberCount (MANAGER_ROLE) == 1 , "
↪→ F l e x i b l e P o r t f o l i o : P o r t f o l i o has mu l t i p l e managers ") ;

3.17 CVF-17

• Severity Minor • Status Fixed

• Category Unclear behavior • Source FlexiblePortfolio.sol

Description These events are emitted even if nothing actually changed.

Listing 17:

248 +emit ManagerFeeChanged ( newManagerFee ) ;

255 +emit MaxValueChanged (_maxValue ) ;
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3.18 CVF-18

• Severity Minor • Status Info

• Category Bad naming • Source
OwnedUpgradeabilityProxy.sol

Recommendation Events are usually named via nouns, such as "ProxyOwnershipTransfer".

Listing 18:

46 +even t P roxyOwne r sh i pTran s f e r r ed ( add r e s s i ndexed prev iousOwner ,
↪→ add r e s s i ndexed newOwner ) ;

165 +even t Upgraded ( add r e s s i ndexed imp l emen ta t i on ) ;

3.19 CVF-19

• Severity Minor • Status Info

• Category Suboptimal • Source
OwnedUpgradeabilityProxy.sol

Description The "previousOwner" parameter is redundant as its value could be derived from
the previous event.

Listing 19:

46 +even t P roxyOwne r sh i pTran s f e r r ed ( add r e s s i ndexed prev iousOwner ,
↪→ add r e s s i ndexed newOwner ) ;

3.20 CVF-20

• Severity Minor • Status Info

• Category Suboptimal • Source
OwnedUpgradeabilityProxy.sol

Description The "current Owner" parameter is redundant as its value could be derived from
the previous event.

Listing 20:

53 +even t NewPendingOwner ( add r e s s currentOwner , a dd r e s s
↪→ pendingOwner ) ;
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3.21 CVF-21

• Severity Minor • Status Info

• Category Suboptimal • Source
OwnedUpgradeabilityProxy.sol

Description Solidity compiler is smart enough to calcualte hashes of constant strings at
compile time.
Recommendation Consider using expressions instead of precomputed hashes.

Listing 21:

56 +byte s32 p r i v a t e con s t an t p roxyOwne rPos i t i on = 0
↪→ x6279e8199720c f3557ecd8b58d667c8edc486bd1c f3ad59ea9ebdfcae0d0dfac
↪→ ; // keccak256 (" trueUSD . proxy . owner ") ;

+by te s32 p r i v a t e con s t an t pend ingProxyOwnerPos i t i on = 0
↪→ x8ddbac328deee8d986ec3a7b933a196f96986cb4ee030d86cc56431c728b83f4
↪→ ; // keccak256 (" trueUSD . pend ing . p roxy . owner ") ;

3.22 CVF-22

• Severity Minor • Status Info

• Category Suboptimal • Source
OwnedUpgradeabilityProxy.sol

Description This check makes it impossible to cancel a pending ownership transfer.
Recommendation Consider removing this check.
Client Comment We could cancel by setting it to address 0x00...01. This is a proxy code,
so we can’t redeploy it.

Listing 22:

130 +r e q u i r e ( newOwner != add r e s s (0 ) ) ;

3.23 CVF-23

• Severity Minor • Status Info

• Category Suboptimal • Source
OwnedUpgradeabilityProxy.sol

Description This function is redundant, as a payable fallback function is already defined.

Listing 23:

185 +r e c e i v e ( ) e x t e r n a l payab l e {

18
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3.24 CVF-24

• Severity Minor • Status Info

• Category Suboptimal • Source
OwnedUpgradeabilityProxy.sol

Description Using the free memory pointer value here is redundant.
Recommendation Just use zero instead, as this function doesn’t need to care about memory.

Listing 24:

193 +l e t p t r := mload (0 x40 )

3.25 CVF-25

• Severity Minor • Status Info

• Category Suboptimal • Source
OwnedUpgradeabilityProxy.sol

Description Using "returndatasize()" here is very confusing.
Recommendation Consider either using zero instead or adding a comment explaining that
"returndatasize()" here is used as "cheaper zero".

Listing 25:

194 +c a l l d a t a c o p y ( pt r , r e t u r n d a t a s i z e ( ) , c a l l d a t a s i z e ( ) )

3.26 CVF-26

• Severity Minor • Status Info

• Category Procedural • Source Upgradeable.sol

Recommendation It is a good practice to put a comment into an empty block to explain
why the block is empty.

Listing 26:

11 +c o n s t r u c t o r ( ) i n i t i a l i z e r {}

20 +f u n c t i o n _author i zeUpgrade ( add r e s s ) i n t e r n a l o v e r r i d e on l yRo l e (
↪→ DEFAULT_ADMIN_ROLE) {}
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3.27 CVF-27

• Severity Minor • Status Info

• Category Bad naming • Source Upgradeable.sol

Recommendation Should be "__Pausable_init_unchained".

Listing 27:

15 +__Pausable_init ( ) ;

3.28 CVF-28

• Severity Minor • Status Info

• Category Bad naming • Source Upgradeable.sol

Recommendation Here "_setupRole" should be used instead of "_grantRole".
Client Comment As above.

Listing 28:

16 +_grantRole (DEFAULT_ADMIN_ROLE, admin ) ;
+_grantRole (PAUSER_ROLE, pau se r ) ;

3.29 CVF-29

• Severity Minor • Status Info

• Category Bad datatype • Source BasePortfolio.sol

Recommendation The arguments type should be "ITransferStrategy".

Listing 29:

25 +even t Tran s f e rS t r a t egyChanged ( add r e s s i ndex ed o l dS t r a t e g y ,
↪→ add r e s s i ndexed newSt ra tegy ) ;
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TrueFi.V2
Review
3.30 CVF-30

• Severity Minor • Status Info

• Category Suboptimal • Source BasePortfolio.sol

Description The "oldStrategy" argument is redundant as its value could be derived from the
previous event.

Listing 30:

25 +even t Tran s f e rS t r a t egyChanged ( add r e s s i ndex ed o l dS t r a t e g y ,
↪→ add r e s s i ndexed newSt ra tegy ) ;

3.31 CVF-31

• Severity Minor • Status Info

• Category Bad naming • Source BasePortfolio.sol

Recommendation Should be "_setupRole" rather than "_grantRole".
Client Comment As above

Listing 31:

60 +_grantRole (MANAGER_ROLE, _manager ) ;

3.32 CVF-32

• Severity Minor • Status Info

• Category Bad datatype • Source BasePortfolio.sol

Recommendation The argument type could be "ITransferStrategy".

Listing 32:

121 +f u n c t i o n s e tT r a n s f e r S t r a t e g y ( add r e s s _ t r a n s f e r S t r a t e g y ) p u b l i c
↪→ on l yRo l e (MANAGER_ROLE) {

186 +f u n c t i o n _s e tT r an s f e r S t r a t e g y ( add r e s s _ t r a n s f e r S t r a t e g y )
↪→ i n t e r n a l {
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TrueFi.V2
Review
3.33 CVF-33

• Severity Minor • Status Fixed

• Category Unclear behavior • Source BasePortfolio.sol

Description This event is emitted even if nothing actually changed.

Listing 33:

190 +emit T ran s f e rS t r a t egyChanged ( o l dT r a n s f e r S t r a t e g y ,
↪→ _t r a n s f e r S t r a t e g y ) ;

3.34 CVF-34

• Severity Minor • Status Info

• Category Suboptimal • Source
PortfolioClosedWithdrawStrategy.sol

Recommendation Should probably be ">=".

Listing 34:

9 +b l o ck . t imestamp > p o r t f o l i o . endDate ( ) ,

3.35 CVF-35

• Severity Minor • Status Info

• Category Documentation • Source FixedInterestOnlyLoansVal-
uationStrategy.sol

Description The semantics of the keys in this mapping is unclear.
Recommendation Consider documenting.

Listing 35:

16 +mapping ( u i n t 256 => boo l ) i s L o a nAc t i v e ;
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TrueFi.V2
Review
3.36 CVF-36

• Severity Minor • Status Info

• Category Bad datatype • Source IFlexiblePortfolio.sol

Recommendation The types of these fields could be more specific.

Listing 36:

13 +add r e s s d e p o s i t S t r a t e g y ;
+add r e s s w i t hd r awSt r a t egy ;
+add r e s s t r a n s f e r S t r a t e g y ;

3.37 CVF-37

• Severity Minor • Status Info

• Category Bad naming • Source StkClaimableContract.sol

Recommendation Events are usually named via nouns, such as "OwnershipTransfer" and
"OwnershipClaim".

Listing 37:

22 +even t Owne r sh i pT ran s f e r r ed ( add r e s s i ndexed currentOwner ,
↪→ add r e s s i ndexed newPendingOwner ) ;

+even t Ownersh ipCla imed ( add r e s s i ndex ed currentOwner , a dd r e s s
↪→ i n d ex ed newOwner ) ;

3.38 CVF-38

• Severity Minor • Status Info

• Category Suboptimal • Source StkClaimableContract.sol

Recommendation The "currentOwner" parameters are redundant as the current owner could
be derived from the previous events.

Listing 38:

22 +even t Owne r sh i pT ran s f e r r ed ( add r e s s i ndexed currentOwner ,
↪→ add r e s s i ndexed newPendingOwner ) ;

+even t Ownersh ipCla imed ( add r e s s i ndex ed currentOwner , a dd r e s s
↪→ i n d ex ed newOwner ) ;
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TrueFi.V2
Review
3.39 CVF-39

• Severity Minor • Status Info

• Category Bad naming • Source StkClaimableContract.sol

Description The name of this event is misleading, as the event doesn’t indicate an ownership
transfer, but only initiation of such transfer.
Recommendation Consider renaming.

Listing 39:

22 +even t Owne r sh i pT ran s f e r r ed ( add r e s s i ndexed currentOwner ,
↪→ add r e s s i ndexed newPendingOwner ) ;

3.40 CVF-40

• Severity Minor • Status Info

• Category Bad naming • Source AllowedDelegatesList.sol

Recommendation Events are usually named via nouns, such as "DelegateStatus".

Listing 40:

11 +even t A l l owedL i s tChanged ( add r e s s account , boo l i s A l l ow e d ) ;

3.41 CVF-41

• Severity Minor • Status Info

• Category Procedural • Source AllowedDelegatesList.sol

Recommendation The value "10**tru.decimals()" could be precomputed in the constructor
and stored in am immutable variable. Alternatively, consider passing this value as a constructor
argument or making it a named constant.

Listing 41:

21 +t r u . t r a n s f e rF r om (msg . sender , a dd r e s s ( t h i s ) , 10∗∗ t r u . d e c ima l s ( ) )
↪→ ;

28 +t r u . t r a n s f e r (msg . sender , 10∗∗ t r u . d e c ima l s ( ) ) ;
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TrueFi.V2
Review
3.42 CVF-42

• Severity Moderate • Status Info

• Category Suboptimal • Source AllowedDelegatesList.sol

Description The returned value is ignored.
Recommendation Consider explicitly requiring the returned value to be true.

Listing 42:

21 +t r u . t r a n s f e rF r om (msg . sender , a dd r e s s ( t h i s ) , 10∗∗ t r u . d e c ima l s ( ) )
↪→ ;

28 +t r u . t r a n s f e r (msg . sender , 10∗∗ t r u . d e c ima l s ( ) ) ;
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