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1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 1 6 . 1 1 . 2 2 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 1 6 . 1 1 . 2 2 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 1 6 . 1 1 . 2 2 A . Z v e r y a n s k a y a R e l e a s e

1 . 1 1 7 . 1 1 . 2 2 A . Z v e r y a n s k a y a
C V F - 1 0 , 1 2 , 8 2 , 8 3 m a r k e d a s

f i x e d

2 . 0 1 7 . 1 1 . 2 2 A . Z v e r y a n s k a y a R e l e a s e
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2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s

a g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d

i s s u i n g t h e g e n e r a l r e c o m m e n d a t i o n s .

T h e U n i s w a p P r o t o c o l i s a n o p e n - s o u r c e p r o t o c o l f o r p r o v i d i n g l i q u i d i t y a n d t r a d i n g

E R C 2 0 t o k e n s o n E t h e r e u m . I t e l i m i n a t e s t r u s t e d i n t e r m e d i a r i e s a n d u n n e c e s s a r y f o r m s

o f r e n t e x t r a c t i o n , a l l o w i n g f o r s a f e , a c c e s s i b l e , a n d e f f i c i e n t e x c h a n g e a c t i v i t y . T h e

p r o t o c o l i s n o n - u p g r a d a b l e a n d d e s i g n e d t o b e c e n s o r s h i p r e s i s t a n t .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w :

• O r i g i n a l R e p o s i t o r y

• F i x R e p o s i t o r y

F i l e s :

/

R o u t e r . s o l

b a s e /

D i s p a t c h e r . s o l R e w a r d s C o l l e c t o r . s o l R o u t e r C a l l b a c k s . s o l

i n t e r f a c e s /

I R e w a r d s C o l l e c t o r . s o l I R o u t e r . s o l

i n t e r f a c e s / e x t e r n a l /

I W E T H 9 . s o l I C r y p t o P u n k s M a r k e t . s o l

l i b r a r i e s /

C o m m a n d s . s o l C o n s t a n t s . s o l

m o d u l e s /

P a y m e n t s . s o l P e r m i t 2 P a y m e n t s . s o l

m o d u l e s / u n i s w a p / v 2 /

U n i s w a p V 2 L i b r a r y . s o l V 2 S w a p R o u t e r . s o l B y t e s L i b . s o l

V 3 P a t h . s o l V 3 S w a p R o u t e r . s o l U n i s w a p P o o l H e l p e r . s o l
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4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e

a n a l y s e d . T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l

a s p o t e n t i a l e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s

a s w e l l a s t h e i r v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e

u n d e r s t a n d o v e r a l l s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e

r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s

w e l l a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d .

W e a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d

r e l e v a n t t o t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d

d a t a s t r u c t u r e s u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .
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5 O u r f i n d i n g s

W e f o u n d 3 c r i t i c a l , 1 1 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d C r i t i c a l

i s s u e s h a v e b e e n f i x e d . W e h a v e c h e c k e d t h a t t h e M a j o r i s s u e s t h a t h a v e n o t b e e n

f i x e d , d o n o t p o s e a t h r e a t ( s e e c l i e n t ’s c o m m e n t s i n e a c h c a s e ) .

Critical
Severity

Active

Fixed

Issues

0

3

Major
Active Fixed

2 8

Moderate
Active Fixed

1 2

Minor
Active Fixed

7 6 9

F i x e d 2 1 o u t o f 1 0 2 i s s u e s
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6 C r i t i c a l I s s u e s

C V F - 5 4 . F I X E D

• C a t e g o r y F l a w • S o u r c e V 3 S w a p R o u t e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n d o e s n ’ t v e r i f y t h e c a l l e r , s o a n y o n e c a n c a l l i t w i t h a r b i t r a r y

p a y e r a d d r e s s a n d t a k e f u n d s a p p r o v e d b y t h e p a y e r t o t h e r o u t e r .

R e c o m m e n d a t i o n C o n s i d e r v e r i f y i n g t h e c a l l e r a s t h e o r i g i n a l U n i s w a p V 3 r o u t e r d o e s :

h t t p s : / / g i t h u b . c o m / U n i s w a p / v 3 - p e r i p h e r y / b l o b / m a i n / c o n t r a c t s / S w a p R o u t e r . s o l # L 6 5� �
4 8 function uniswapV3SwapCallback(int256 amount0Delta, int256

↪→ amount1Delta, bytes calldata data) external {� �
C V F - 6 0 . F I X E D

• C a t e g o r y F l a w • S o u r c e V 3 S w a p R o u t e r . s o l

D e s c r i p t i o n H e r e , t h e “ a m o u n t I n ” v a l u e i s t h e i n p u t a m o u n t o f t h e l a s t s w a p , w h i l e

“ a m o u n t I n M a x i m u m ” i s t h e m a x i m u m i n p u t a m o u n t f o r t h e f i r s t s w a p , t h u s c o m p a r i n g

t h e m d o e s n ’ t m a k e m a k e s e n s e .� �
1 3 2 if (amountIn > amountInMaximum) revert V3TooMuchRequested();� �
C V F - 8 8 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e P e r m i t 2 P a y m e n t s . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g “ a m o u n t ” t o “ u i n t 2 5 6 ” .� �
1 9 else permit2TransferFrom(token, payer, recipient, uint160(amount));� �

1 0



7 M a j o r I s s u e s

C V F - 6 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e V 2 S w a p R o u t e r . s o l

D e s c r i p t i o n T h i s l i n e w o u l d t h r o w i n c a s e “ p a t h ” h a s l e s s t h a n t w o e l e m e n t s .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g w i t h a m e a n i n g f u l e r r o r i n s u c h a c a s e .� �
2 6 UniswapV2Library.pairAndToken0For(V2_FACTORY, PAIR_INIT_CODE_HASH,

↪→ path[0], path[1]);� �
C V F - 7 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e V 2 S w a p R o u t e r . s o l

D e s c r i p t i o n U n d e r f l o w w o u l d b e p o s s i b l e h e r e u n l e s s t h e p r e v i o u s l i n e i m p l i c i t l y c h e c k e d

t h e “ p a t h ” l e n g t h . S u c h i m p l i c i t d e p e n d e n c i e s m a k e c o d e m o r e e r r o r - p r o n e .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y p e r f o r m i n g a l l n e c e s s a r y c h e c k s .� �
2 7 for (uint256 i; i < path.length - 1; i++) {� �

1 1



C V F - 2 5 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P a y m e n t s . s o l

D e s c r i p t i o n T h e s e f u n c t i o n d o n ’ t h a n d l e s p e c i a l r e c i p i e n t a d d r e s s e s s u c h a s

“ M S G _ S E N D E R ” o r “ A D D R E S S _ T H I S ” .

R e c o m m e n d a t i o n C o n s i d e r h a n d l i n g t h e m .� �
2 4 function pay(address token, address recipient, uint256 value)

↪→ internal {� �� �
3 6 function payPortion(address token, address recipient, uint256 bips)

↪→ internal {� �� �
5 0 function sweep(address token, address recipient, uint256

↪→ amountMinimum) internal {� �� �
6 3 function sweepERC721(address token, address recipient, uint256 id)

↪→ internal {� �� �
6 7 function sweepERC1155(address token, address recipient, uint256 id,

↪→ uint256 amount) internal {� �� �
7 1 function wrapETH(address recipient, uint256 amount) internal {� �� �
8 3 function unwrapWETH9(address recipient, uint256 amountMinimum)

↪→ internal {� �
C V F - 3 1 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P a y m e n t s . s o l

D e s c r i p t i o n U n l i k e t h e “ s w e e p ” f u n c t i o n t h i s f u n c t i o n t r e a t s t h e p a s s e d a m o u n t a s a n

e x a c t a m o u n t t o b e t r a n s f e r r e d r a t h e r t h a n a s a m i n i m u m .

R e c o m m e n d a t i o n C o n s i d e r n o t u s e d “ s w e e p ” w o r d h e r e t o a v o i d c o n f u s i o n .� �
6 7 function sweepERC1155(address token, address recipient, uint256 id,

↪→ uint256 amount) internal {� �

1 2



C V F - 3 2 . I N F O

• C a t e g o r y F l a w • S o u r c e P a y m e n t s . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e i s i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y r e q u i r i n g t h e r e t u r n e d v a l u e t o b e t r u e .

C l i e n t C o m m e n t W E T H a l w a y s r e v e r t s o n a b a d t r a n s f e r a n d n e v e r r e t u r n s f a l s e .� �
7 9 IWETH9(Constants.WETH9).transfer(recipient, amount);� �
C V F - 5 7 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e V 3 S w a p R o u t e r . s o l

D e s c r i p t i o n T h i s a l l o c a t e s a n e w b y t e s a r r a y a n d c o p i e s t h e r e m a i n i n g p a t h i n t o i t . T h i s

i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r m o d i f y i n g t h e e x i s t i n g a r r a y i n p l a c e .� �
1 0 5 path = path.skipToken();� �
C V F - 6 7 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e V 3 P a t h . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e m a t h .

C l i e n t C o m m e n t G i v e n t h a t s k i p T o k e n i s o n l y c a l l e d w h e n h a s M u l t i p l e P o o l s = = t r u e t h i s

o v e r f l o w c a n n e v e r o c c u r .� �
6 6 return path.slice(NEXT_OFFSET, path.length - NEXT_OFFSET);� �

1 3



C V F - 6 9 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e B y t e s L i b . s o l

D e s c r i p t i o n T h e s e c o n d i t i o n s m a y n e v e r b e t r u e , a s S o l i d i t y 0 . 8 . 0 + a u t o m a t i c a l l y p e r -

f o r m s o v e r f l o w c h e c k s .

R e c o m m e n d a t i o n C o n s i d e r w r a p p i n g t h e s e c o n d i t i o n s i n t o a n “ u n c h e c k e d ” b l o c k .� �
2 0 if (_length + 31 < _length) revert SliceOverflow();

if (_start + _length < _start) revert SliceOverflow();� �� �
7 6 if (_start + 20 < _start) revert ToAddressOverflow();� �� �
8 8 if (_start + 3 < _start) revert ToUint24Overflow();� �
C V F - 8 0 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e D i s p a t c h e r . s o l

D e s c r i p t i o n A l i n e a r c h a i n o f c o n d i t i o n a l s t a t e m e n t s i s i n e f f i c i e n t .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a t r e e o f c o n d i t i o n a l s t a t e m e n t s : i f ( c o m m e n t < . . . ) { i f

( c o m m a n d < . . . ) { . . . } e l s e { . . . } e l s e { i f ( c o m m a n d < . . . ) { . . . } e l s e { . . . } }� �
3 3 if (command == Commands.PERMIT2_PERMIT) {� �� �
3 8 } else if (command == Commands.PERMIT2_PERMIT_BATCH) {� �� �
4 3 } else if (command == Commands.PERMIT2_TRANSFER_FROM) {� �� �
4 6 } else if (command == Commands.PERMIT2_TRANSFER_FROM_BATCH) {� �

1 4



C V F - 8 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e D i s p a t c h e r . s o l

D e s c r i p t i o n D e c o d i n g a s i n g l e b y t e s a r r a y f r o m a b y t e s a r r a y l o o k s l i k e w a s t e o f g a s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ i n p u t s ” a s i s .� �
3 4 (bytes memory data) = abi.decode(inputs, (bytes));� �� �
3 9 (bytes memory data) = abi.decode(inputs, (bytes));� �� �
4 7 (bytes memory data) = abi.decode(inputs, (bytes));� �

1 5



8 M o d e r a t e I s s u e s

C V F - 4 8 . I N F O

• C a t e g o r y F l a w • S o u r c e R e w a r d s C o l l e c t o r . s o l

D e s c r i p t i o n T h e r e t u r n e d v a l u e i s i g n o r e d .

R e c o m m e n d a t i o n C o n s i d e r e x p l i c i t l y c h e c k i n g t h a t t h e r e t u r n e d v a l u e i s t r u e .

C l i e n t C o m m e n t G i v e n t h a t s k i p T o k e n i s o n l y c a l l e d w h e n h a s M u l t i p l e P o o l s = = t r u e t h i s

o v e r f l o w c a n n e v e r o c c u r .� �
3 0 looksRareToken.transfer(routerRewardsDistributor, balance);� �
C V F - 6 3 . F I X E D

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e V 3 P a t h . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .� �
3 7 return ((path.length - ADDR_SIZE) / NEXT_OFFSET);� �
C V F - 7 5 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e R o u t e r C a l l b a c k s . s o l

D e s c r i p t i o n A c c o r d i n g t o t h e E I P - 1 6 5 s t a n d a r d , t h i s f u n c t i o n s h o u l d r e t u r n t r u e f o r i n t e r -

f a c e I d = 0 × 0 1 f f c 9 a 7 w h i c h i s t h e E I P - 1 6 5 i n t e r f a c e I D .� �
2 4 function supportsInterface(bytes4 interfaceId) external pure returns

↪→ (bool) {� �

1 6



9 M i n o r I s s u e s

C V F - 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e V 2 S w a p R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e “ I U n i s w a p V 2 F a c t o r y ” .

C l i e n t C o m m e n t M o s t o f t h e ” b a d d a t a t y p e ” c h a n g e s e i t h e r i n c r e a s e g a s o r a r e i n c o m -

p a t i b l e w i t h t h e d a t a t y p e s t h a t w e u s e i n i m p o r t e d l i b r a r i e s f r o m o t h e r u n i s w a p v e r s i o n s

- w e u s e a d d r e s s i n t h o s e .� �
1 1 address internal immutable V2_FACTORY;� �
C V F - 2 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e V 2 S w a p R o u t e r . s o l

D e s c r i p t i o n U P P E R _ C A S E i s n o r m a l l y u s e d f o r c o n s t a n t s .

R e c o m m e n d a t i o n C o n s i d e r u s i n g c a m e l C a s e .� �
1 2 bytes32 internal immutable PAIR_INIT_CODE_HASH;� �
C V F - 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e V 2 S w a p R o u t e r . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a k e m o r e u s e f u l b y a d d i n g s o m e p a r a m e t e r s

t o t h e m , s u c h a s t h e r e c e i v e d a n d t h e d e s i r e d a m o u n t s .� �
1 4 error V2TooLittleReceived();

error V2TooMuchRequested();� �

1 7



C V F - 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e V 2 S w a p R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ v 2 F a c t o r y ” a r g u m e n t s h o u l d b e “ I U n i s w a p V 2 F a c t o r y ” .� �
1 7 constructor(address v2Factory, bytes32 pairInitCodeHash, address

↪→ permit2) Permit2Payments(permit2) {� �
C V F - 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e V 2 S w a p R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ p a t h ” a r g u m e n t s h o u l d b e “ I E R C 2 0 [ ] ” .� �
2 2 function _v2Swap(address[] memory path, address recipient) private {� �� �
4 6 function v2SwapExactInput(uint256 amountOutMin, address[] memory

↪→ path, address recipient) internal {� �� �
5 8 address[] memory path,� �
C V F - 8 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e V 2 S w a p R o u t e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ p a t h . l e n g t h - 1 ” i s c a l c u l a t e d o n e v e r y l o o p i t e r a t i o n .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
2 7 for (uint256 i; i < path.length - 1; i++) {� �

1 8



C V F - 9 . I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e V 2 S w a p R o u t e r . s o l

D e s c r i p t i o n T h e “ i ” v a r i a b l e i s i m p l i c i t l y i n i t i a l i z e d w i t h z e r o v a l u e .

R e c o m m e n d a t i o n C o n s i d e r i n i t i a l i z i n g e x p l i c i t l y f o r r e a d a b i l i t y .� �
2 7 for (uint256 i; i < path.length - 1; i++) {� �
C V F - 1 0 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e V 2 S w a p R o u t e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ p a t h . l e n g t h - 2 ” i s c a l c u l a t e d o n e v e r y l o o p i t e r a t i o n .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e b e f o r e t h e l o o p .� �
3 7 (nextPair, token0) = i < path.length - 2� �
C V F - 1 1 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e V 2 S w a p R o u t e r . s o l

D e s c r i p t i o n T h e s e l i n e s w i l l t h r o w i n c a s e “ p a t h ” i s e m p t y .

R e c o m m e n d a t i o n C o n s i d e r r e v e r t i n g w i t h a m e a n i n g f u l e r r o r i n s u c h a c a s e .� �
4 7 uint256 balanceBefore = IERC20(path[path.length - 1]).balanceOf(

↪→ recipient);� �� �
6 6 payOrPermit2Transfer(path[0], payer, pair, amountIn);� �

1 9



C V F - 1 2 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e V 2 S w a p R o u t e r . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ p a t h [ p a t h . l e n g t h - 1 ] ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
4 7 uint256 balanceBefore = IERC20(path[path.length - 1]).balanceOf(

↪→ recipient);� �� �
5 1 uint256 amountOut = IERC20(path[path.length - 1]).balanceOf(

↪→ recipient) - balanceBefore;� �
C V F - 1 3 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e U n i s w a p V 2 L i b r a r y . s o l

D e s c r i p t i o n S p e c i f y i n g a n u n b o u n d e d c o m p i l e r v e r s i o n s r a n g e i s a b a d p r a c t i c e a s o n e

c a n n o t g u a r a n t e e c o m p a t i b i l i t y w i t h f u t u r e m a j o r v e r s i o n s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ” .� �
2 pragma solidity >=0.5.0;� �

2 0



C V F - 1 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 L i b r a r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ f a c t o r y ” a r g u m e n t s h o u l d b e “ I U n i s w a p V 2 F a c t o r y ” ,

t h e t y p e o f t h e “ t o k e n A ” a n d “ t o k e n B ” a r g u m e n t s s h o u l d b e “ I E R C 2 0 ” .� �
1 2 function pairFor(address factory, bytes32 initCodeHash, address

↪→ tokenA, address tokenB)� �� �
2 2 function pairAndToken0For(address factory, bytes32 initCodeHash,

↪→ address tokenA, address tokenB)� �� �
3 2 function pairForPreSorted(address factory, bytes32 initCodeHash,

↪→ address token0, address token1)� �� �
4 1 function pairAndReservesFor(address factory, bytes32 initCodeHash,

↪→ address tokenA, address tokenB)� �
C V F - 1 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 L i b r a r y . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I U n i s w a p V 2 P a i r ” .� �
1 5 returns (address pair)� �� �
3 5 returns (address pair)� �
C V F - 1 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 L i b r a r y . s o l

R e c o m m e n d a t i o n T h e t y p e s o f t h e r e t u r n e d v a l u e s s h o u l d b b e “ I U n i s w a p V 2 P a i r ” a n d

“ I E R C 2 0 ” r e s p e c t i v e l y .� �
2 5 returns (address pair, address token0)� �

2 1



C V F - 1 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 L i b r a r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ p a i r ” r e t u r n e d v a l u e s h o u l d b e “ I U n i s w a p V 2 P a i r ” .� �
4 4 returns (address pair, uint256 reserveA, uint256 reserveB)� �
C V F - 1 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 L i b r a r y . s o l

R e c o m m e n d a t i o n T h e v a l u e s 9 9 7 a n d 1 0 0 0 s h o u l d b e n a m e d c o n s t a n t s .� �
5 9 uint256 amountInWithFee = amountIn * 997;� �� �
6 1 uint256 denominator = reserveIn * 1000 + amountInWithFee;� �� �
7 2 uint256 numerator = reserveIn * amountOut * 1000;

uint256 denominator = (reserveOut - amountOut) * 997;� �
C V F - 1 9 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e U n i s w a p V 2 L i b r a r y . s o l

D e s c r i p t i o n T h i s l i n e s e e m s t o s i m u l a t e r o u n d i n g u p b y j u s t i n c r e m e n t i n g t h e r e s u l t .

R e c o m m e n d a t i o n C o n s i d e r d o i n g p r o p e r r o u n d i n g u p .� �
7 4 amountIn = (numerator / denominator) + 1;� �

2 2



C V F - 2 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 L i b r a r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ f a c t o r y ” a r g u m e n t s h o u l d b e “ I U n i s w a p V 2 F a c t o r y ” .

T h e t y p e o f t h e “ p a t h ” a r g u m e n t s h o u l d b e “ I E R C 2 0 [ ] ” .� �
7 8 function getAmountInMultihop(address factory, bytes32 initCodeHash,

↪→ uint256 amountOut, address[] memory path)� �
C V F - 2 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p V 2 L i b r a r y . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ p a i r ” r e t u r n e d v a l u e s h o u l d b e “ I U n i s w a p V 2 P a i r ” .� �
8 1 returns (uint256 amount, address pair)� �
C V F - 2 2 . I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e U n i s w a p V 2 L i b r a r y . s o l

D e s c r i p t i o n T h e s e m a n t i c s o f t h e r e t u r n e d v a l u e s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g t h e r e t u r n e d v a l u e s m o r e s p e c i f i c n a m e s s u c h a s

“ a m o u n t I n ” a n d “ f i r s t P a i r ” o r d e s c r i b i n g t h e m i n t h e d o c u m e n t a t i o n c o m m e n t .� �
8 1 returns (uint256 amount, address pair)� �

2 3



C V F - 2 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P a y m e n t s . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g s o m e p a r a m e -

t e r s t o t h e m , s u c h a s t h e t o k e n a d d r e s s , t h e d e s i r e d t o k e n o r e t h e r b a l a n c e , o r t h e b i p s

p a s s e d .� �
1 5 error InsufficientToken();

error InsufficientETH();

error InvalidBips();� �
C V F - 2 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P a y m e n t s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ t o k e n ” a r g u m e n t s h o u l d b e “ I E R C 2 0 ” .� �
2 4 function pay(address token, address recipient, uint256 value)

↪→ internal {� �� �
3 6 function payPortion(address token, address recipient, uint256 bips)

↪→ internal {� �� �
5 0 function sweep(address token, address recipient, uint256

↪→ amountMinimum) internal {� �
C V F - 2 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e P a y m e n t s . s o l

D e s c r i p t i o n R e v e r t i n g i n c a s e “ b i p s ” i s z e r o l o o k s o d d .

R e c o m m e n d a t i o n C o n s i d e r d o i n g n o t h i n g i n s u c h a c a s e .� �
3 7 if (bips == 0 || bips > 10_000) revert InvalidBips();� �

2 4



C V F - 2 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P a y m e n t s . s o l

R e c o m m e n d a t i o n T h i s c o n s t a n t m u s t b e n a m e d .� �
3 7 if (bips == 0 || bips > 10_000) revert InvalidBips();� �
C V F - 2 8 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P a y m e n t s . s o l

R e c o m m e n d a t i o n B r a c k e t s a r e r e d u n d a n t .� �
4 0 uint256 amount = (balance * bips) / FEE_BIPS_BASE;� �� �
4 4 uint256 amount = (balance * bips) / FEE_BIPS_BASE;� �
C V F - 2 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P a y m e n t s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ t o k e n ” a r g u m e n t s h o u l d b e “ I E R C 7 2 1 ” .� �
6 3 function sweepERC721(address token, address recipient, uint256 id)

↪→ internal {� �
C V F - 3 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P a y m e n t s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ t o k e n ” a r g u m e n t s h o u l d b e “ I E R C 1 1 5 5 ” .� �
6 7 function sweepERC1155(address token, address recipient, uint256 id,

↪→ uint256 amount) internal {� �

2 5



C V F - 3 3 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b b e “ P e r m i t ” o r a n i n t e r f a c e e x -

t r a c t e d f r o m i t .� �
1 7 address permit2,� �
C V F - 3 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e s o f t h e s e a r g u m e n t s c o u l d b e m o r e s p e c i f i c .� �
1 8 address routerRewardsDistributor,

address looksRareRewardsDistributor,� �
C V F - 3 5 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e “ I E R C 2 0 ” .� �
2 0 address looksRareToken,� �
C V F - 3 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e “ I U n i s w a p V 2 F a c t o r y ” .� �
2 1 address v2Factory,� �

2 6



C V F - 3 7 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e “ I U n i s w a p V 3 F a c t o r y ” .� �
2 2 address v3Factory,� �
C V F - 3 8 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e R o u t e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 8 {}� �� �
6 9 receive() external payable {}� �
C V F - 3 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R o u t e r . s o l

D e s c r i p t i o n H a v i n g a s e p a r a t e a r r a y s f o r c o m m a n d o p c o d e s a n d c o m m a n d a r g u m e n t s i s

i n e f f i c i e n t .

R e c o m m e n d a t i o n C o n s i d e r p a c k i n g i n t o a s i n g l e b y t e s a r r a y , a n d u s e s l i c e s t o e x t r a c t

p o r t i o n s o f s a i d a r r a y w i t h o u t c o p y i n g .� �
4 0 function execute(bytes calldata commands, bytes[] calldata inputs)

↪→ public payable {� �

2 7



C V F - 4 1 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R o u t e r . s o l

R e c o m m e n d a t i o n C o n v e r s i o n t o “ u i n t 2 5 6 ” i s r e d u n d a n t , a s c o m p i l e r w o u l d p e r f o r m i t

a u t o m a t i c a l l y .� �
4 9 uint256 commandType = uint256(uint8(command & Commands.

↪→ COMMAND_TYPE_MASK));� �
C V F - 4 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o m m a n d s . s o l

D e s c r i p t i o n T h e l i s t o f c o m m a n d s l a c k f l o w c o n t r o l f a c i l i t i e s t h a t w o u l d s i g n i f i c a n t l y e x -

t e n d c a p a b i l i t i e s o f t h e c o m m a n d s l a n g u a g e .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g c o m m a n d s o r f l a g s t o e x e c u t e c o m m a n d o n l y i f t h e

p r e v i o u s c o m m a n d w a s s u c c e s s f u l / u n s u c c e s s f u l , c o m m a n d s t o j u m p t o j u m p t o a n o t h e r

p o s i t i o n i n t h e p r o g r a m . C o m m a n d t o s u c c e e d o n l y w h e n t h e c u r r e n t b a l a n c e i n a c e r t a i n

t o k e n i s i n c e r t a i n r a n g e e t c .� �
6 library Commands {� �

2 8



C V F - 4 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o m m a n d s . s o l

R e c o m m e n d a t i o n T h i s l i s t o f c o m m a n d s c o u l d b e r e p l a c e d b y a e n u m f o r a u t o m a t i c n u m -

b e r i n g .� �
1 1 uint256 constant PERMIT2_PERMIT = 0x00;

uint256 constant TRANSFER = 0x01;

uint256 constant V3_SWAP_EXACT_IN = 0x02;

uint256 constant V3_SWAP_EXACT_OUT = 0x03;

uint256 constant V2_SWAP_EXACT_IN = 0x04;

uint256 constant V2_SWAP_EXACT_OUT = 0x05;

uint256 constant SEAPORT = 0x06;

uint256 constant WRAP_ETH = 0x07;

uint256 constant UNWRAP_WETH = 0x08;

2 0 uint256 constant SWEEP = 0x09;

uint256 constant NFTX = 0x0a;

uint256 constant LOOKS_RARE_721 = 0x0b;

uint256 constant X2Y2_721 = 0x0c;

uint256 constant LOOKS_RARE_1155 = 0x0d;

uint256 constant X2Y2_1155 = 0x0e;

uint256 constant FOUNDATION = 0x0f;

uint256 constant PAY_PORTION = 0x10;

uint256 constant SWEEP_ERC721 = 0x11;

uint256 constant SUDOSWAP = 0x12;

3 0 uint256 constant NFT20 = 0x13;

uint256 constant OWNERSHIP_CHECK_721 = 0x14;

uint256 constant OWNERSHIP_CHECK_1155 = 0x15;

uint256 constant CRYPTOPUNKS = 0x16;

uint256 constant PERMIT2_TRANSFER_FROM = 0x17;

uint256 constant PERMIT2_TRANSFER_FROM_BATCH = 0x18;

uint256 constant PERMIT2_PERMIT_BATCH = 0x19;

uint256 constant SWEEP_ERC1155 = 0x1a;� �

2 9



C V F - 4 4 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R e w a r d s C o l l e c t o r . s o l

D e s c r i p t i o n T h e c o m p i l e r c v e r s i o n r e q u i r e m e n t s p e c i f i e d h e r e i s i n c o n s i s t e n t w i t h r e -

q u i r e m e n t s i n o t h e r f i l e s .

R e c o m m e n d a t i o n C o n s i d e r c h a n g i n g t o “ ^ 0 . 8 . 0 ” o r t o “ ^ 0 . 8 . 1 7 ” .� �
2 pragma solidity ^0.8.15;� �
C V F - 4 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e w a r d s C o l l e c t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e v a r i a b l e s c o u l d b e m o r e s p e c i f i c .� �
1 5 address public immutable routerRewardsDistributor;

address public immutable looksRareRewardsDistributor;� �
C V F - 4 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e w a r d s C o l l e c t o r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e “ I E R C 2 0 ” .� �
1 7 ERC20 public immutable looksRareToken;� �
C V F - 4 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R e w a r d s C o l l e c t o r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s c o u l d b e m o r e s p e c i f i c , i n p a r t i c u l a r , t h e t y p e o f

t h e “ _ l o o k s R a r e T o k e n ” s h o u l d b e “ I E R C 2 0 ” .� �
1 9 constructor(address _routerRewardsDistributor, address

↪→ _looksRareRewardsDistributor, address _looksRareToken) {� �

3 0



C V F - 4 9 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e V 3 S w a p R o u t e r . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g s o m e p a r a m e t e r s

t o t h e m .� �
1 6 error InvalidSwap();

error V3TooLittleReceived();

error V3TooMuchRequested();

error V3InvalidAmountOut();� �
C V F - 5 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e V 3 S w a p R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e s e f i e l d s s h o u l d b e “ I E R C 2 0 ” .� �
2 3 address token0;

address token1;� �
C V F - 5 1 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e V 3 S w a p R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e “ I U n i s w a p V 3 F a c t o r y ” .� �
2 8 address internal immutable V3_FACTORY;� �
C V F - 5 2 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e V 3 S w a p R o u t e r . s o l

R e c o m m e n d a t i o n U P P E R _ C A S E i s n o r m a l l y u s e d f o r c o n s t a n t s , c o n s i d e r u s i n g c a m e l -

C a s e i n s t e a d .� �
2 8 address internal immutable V3_FACTORY;

bytes32 internal immutable POOL_INIT_CODE_HASH_V3;� �

3 1



C V F - 5 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e V 3 S w a p R o u t e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ v 3 F a c t o r y ” a r g u m e n t s h o u l d b e “ I U n i s w a p V 3 F a c t o r y ” .� �
4 3 constructor(address v3Factory, bytes32 poolInitCodeHash) {� �
C V F - 5 5 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e V 3 S w a p R o u t e r . s o l

D e s c r i p t i o n T h i s c o m m e n t s o u n d s c o n f u s i n g a n d d o e s n ’ t e x p l a i n a n y t h i n g .

R e c o m m e n d a t i o n C o n s i d e r e l a b o r a t i n g m o r e .� �
5 2 // because exact output swaps are executed in reverse order, in this

↪→ case tokenOut is actually tokenIn� �
C V F - 5 6 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e V 3 S w a p R o u t e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d r e t u r n t h e a c t u a l o u t p u t a m o u n t .� �
7 4 function v3SwapExactInput(� �
C V F - 5 8 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e V 3 S w a p R o u t e r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d r e t u r n t h e a c t u a l i n p u t a m o u n t c o n s u m e d .� �
1 1 5 function v3SwapExactOutput(� �

3 2



C V F - 5 9 . I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e V 3 S w a p R o u t e r . s o l

D e s c r i p t i o n U n d e r f l o w i s p o s s i b l e h e r e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g s a f e c o n v e r s i o n .� �
1 2 7 ? (uint256(amount0Delta), uint256(-amount1Delta))

: (uint256(amount1Delta), uint256(-amount0Delta));� �
C V F - 6 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e V 3 P a t h . s o l

D e s c r i p t i o n S p e c i f y i n g a n u n b o u d e d r a n g e o f c o m p i l e r v e r s i o n s i s a b a d p r a c t i c e a n d

o n e c a n n o t g u a r a n t e e c o m p a t i b i l i t y w i t h f u t u r e m a j o r v e r s i o n s .

R e c o m m e n d a t i o n C o n s i d e r s p e c i f y i n g a s “ ^ 0 . 6 . 0 | | ^ 0 . 7 . 0 | | ^ 0 . 8 . 0 ” .� �
2 pragma solidity >=0.6.0;� �
C V F - 6 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e V 3 P a t h . s o l

D e s c r i p t i o n T h i s f u n c t i o n d o e s n ’ t c h e c k t h a t “ p a t h . l e n g t h ” i s v a l i d .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a p p r o p r i a t e c h e c k s .� �
3 5 function numPools(bytes memory path) internal pure returns (uint256)

↪→ {� �

3 3



C V F - 6 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e V 3 P a t h . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e t o k e n r e t u r n e d v a l u e s s h o u l d b e “ I E R C 2 0 ” .� �
4 5 function decodeFirstPool(bytes memory path) internal pure returns (

↪→ address tokenA, address tokenB, uint24 fee) {� �� �
5 8 function decodeFirstToken(bytes memory path) internal pure returns (

↪→ address tokenA) {� �
C V F - 6 5 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e V 3 P a t h . s o l

D e s c r i p t i o n E a c h o f t h e s e c a l l s p e r f o r m a s e p a r a t e l e n g t h c h e c k i n s i d e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o p e r f o r m o n l y a s i n g l e c h e c k b e f o r e t h e c a l l s .� �
4 6 tokenA = path.toAddress(0);

fee = path.toUint24(ADDR_SIZE);

tokenB = path.toAddress(NEXT_OFFSET);� �
C V F - 6 6 . F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e V 3 P a t h . s o l

D e s c r i p t i o n T h i s f u n c t i o n a l l o c a t e s a n e w a r r a y a n d c o p i e s d a t a i n t o i t . U s i n g t h i s f u n c t i o n

t o i t e r a t e t h r o u g h a p a t h i s i n e f f i c i e n t .

R e c o m m e n d a t i o n C o n s i d e r i t e r a t i n g i n p l a c e .� �
6 5 function skipToken(bytes memory path) internal pure returns (bytes

↪→ memory) {� �
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C V F - 6 8 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B y t e s L i b . s o l

R e c o m m e n d a t i o n T h e s e e r r o r c o u l d b e m a k e m o r e u s e f u l b y a d d i n g s o m e p a r a m e t e r s t o

t h e m .� �
1 2 error SliceOverflow();

error SliceOutOfBounds();

error ToAddressOverflow();

error ToAddressOutOfBounds();

error ToUint24Overflow();

error ToUint24OutOfBounds();� �
C V F - 7 0 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e B y t e s L i b . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ _ s t a r t + _ l e n g t h ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
2 1 if (_start + _length < _start) revert SliceOverflow();

if (_bytes.length < _start + _length) revert SliceOutOfBounds();� �
C V F - 7 1 . F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e B y t e s L i b . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ l e n g t h m o d + 0 × 2 0 * i s z e r o ( l e m g t h m o d ) ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
4 7 let mc := add(add(tempBytes, lengthmod), mul(0x20, iszero(lengthmod)

↪→ ))� �� �
5 0 for { let cc := add(add(add(_bytes, lengthmod), mul(0x20, iszero(

↪→ lengthmod))), _start) } lt(mc, end) {� �
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C V F - 7 2 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B y t e s L i b . s o l

R e c o m m e n d a t i o n U s i n g t h e i d e n t i t y p r e c o m p i l e t o c o p y a m e m o r y r a n g e w o u l d b e

c h e a p e r t h a n c o p y i n g w o r d b y w o r d . S e t h e f o l l o w i n g a n s w e r f o r c o d e e x a m p l e :

h t t p s : / / e t h e r e u m . s t a c k e x c h a n g e . c o m / a / 7 6 7 6 6� �
5 0 for { let cc := add(add(add(_bytes, lengthmod), mul(0x20, iszero(

↪→ lengthmod))), _start) } lt(mc, end) {� �
C V F - 7 3 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B y t e s L i b . s o l

R e c o m m e n d a t i o n R i g h t s h i f t w o u l d b e m o r e e f f i c i e n t t h a n d i v i s i o n .� �
8 1 tempAddress := div(mload(add(add(_bytes, 0x20), _start)), 0

↪→ x1000000000000000000000000)� �
C V F - 7 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e B y t e s L i b . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : t e m p \ A d d r e s s : = m l o a d ( a d d ( a d d ( _ b y t e s ,

0 × 1 4 ) , _ s t a r t )� �
8 1 tempAddress := div(mload(add(add(_bytes, 0x20), _start)), 0

↪→ x1000000000000000000000000)� �
C V F - 7 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e D i s p a t c h e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e “ P e r m i t 2 ” o r a n i n t e r f a c e d e r i v e d

f r o m i t .� �
1 9 address permit2,� �
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C V F - 7 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e D i s p a t c h e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e “ I U n i s w a p V 2 F a c t o r y ” .� �
2 0 address v2Factory,� �
C V F - 7 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e D i s p a t c h e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s a r g u m e n t s h o u l d b e “ I U n i s w a p V 3 F a c t o r y ” .� �
2 1 address v3Factory,� �
C V F - 7 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e D i s p a t c h e r . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 4 ) V2SwapRouter(v2Factory, pairInitCodeHash, permit2) V3SwapRouter(

↪→ v3Factory, poolInitCodeHash) {}� �
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C V F - 8 2 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e D i s p a t c h e r . s o l

D e s c r i p t i o n S p e c i a l a m o u n t v a l u e “ C O N T R A C T _ B A L A N C E ” i s n o t h a n d l e d f o r d e c o d e d

a m o u n t s .

R e c o m m e n d a t i o n C o n s i d e r h a n d l i n g i t f o r a l l a m o u n t s .� �
4 5 permit2TransferFrom(token, msg.sender, recipient, amount);� �� �
6 7 v3SwapExactInput(recipient, amountIn, amountOutMin, path, payer);� �� �
1 1 1 Payments.sweepERC1155(token, recipient, id, amount);� �
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C V F - 8 3 . F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e D i s p a t c h e r . s o l

D e s c r i p t i o n S p e c i a l r e c i p i e n t s “ M S G _ S E N D E R ” a n d “ A D D R E S S _ T H I S ” a r e n o t h a n d l e d .

R e c o m m e n d a t i o n C o n s i d e r h a n d l i n g t h e m i n a l l c a s e s .� �
4 5 permit2TransferFrom(token, msg.sender, recipient, amount);� �� �
5 3 Payments.pay(token, recipient, value);� �� �
5 7 v2SwapExactInput(amountOutMin, path, recipient);� �� �
6 2 v2SwapExactOutput(amountOut, amountInMax, path, recipient, payer);� �� �
6 7 v3SwapExactInput(recipient, amountIn, amountOutMin, path, payer);� �� �
7 2 v3SwapExactOutput(recipient, amountOut, amountInMax, path, payer);� �� �
9 8 ICryptoPunksMarket(Constants.CRYPTOPUNKS).transferPunk(recipient

↪→ , punkId);� �� �
1 0 4 Payments.sweep(token, recipient, amountMin);� �� �
1 0 7 Payments.sweepERC721(token, recipient, id);� �� �
1 1 1 Payments.sweepERC1155(token, recipient, id, amount);� �� �
1 1 4 Payments.wrapETH(recipient, amountMin);� �� �
1 1 7 Payments.unwrapWETH9(recipient, amountMin);� �� �
1 2 0 Payments.payPortion(token, recipient, bips);� �
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C V F - 8 4 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e D i s p a t c h e r . s o l

D e s c r i p t i o n T h i s s h o u l d b e p e r f o r m e d o n l y w h e n r e c i p i e n t ! = t h i s .� �
1 4 2 if (success) ERC721(token).safeTransferFrom(address(this), recipient

↪→ , id);� �� �
1 5 2 if (success) ERC1155(token).safeTransferFrom(address(this),

↪→ recipient, id, amount, new bytes(0));� �
C V F - 8 5 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P e r m i t 2 P a y m e n t s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s v a r i a b l e s h o u l d b e “ P e r m i t 2 ” o r a n i n t e r f a c e d e r i v e d

f r o m i t .� �
7 address immutable PERMIT2;� �
C V F - 8 6 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P e r m i t 2 P a y m e n t s . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e “ P e r m i t 2 ” o r a n i n t e r f a c e d e r i v e d f r o m

i t .� �
9 constructor(address permit2) {� �
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C V F - 8 7 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P e r m i t 2 P a y m e n t s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ t o k e n ” a r g u m e n t s s h o u l d b e “ I E R C 2 0 ” .� �
1 3 function permit2TransferFrom(address token, address from, address to

↪→ , uint160 amount) internal {� �� �
1 7 function payOrPermit2Transfer(address token, address payer, address

↪→ recipient, uint256 amount) internal {� �
C V F - 8 9 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e U n i s w a p P o o l H e l p e r . s o l

D e s c r i p t i o n T h i s i m p o r t i s n o t u s e d .� �
4 import '@uniswap/v2-core/contracts/interfaces/IUniswapV2Pair.sol';� �
C V F - 9 0 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p P o o l H e l p e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h e “ f a c t o r y ” a r g u m e n t s h o u l d b e “ I U n i s w a p V 2 F a c t o r y ” .� �
8 function computePoolAddress(address factory, bytes memory identifier

↪→ , bytes32 initCodeHash)� �
C V F - 9 1 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e U n i s w a p P o o l H e l p e r . s o l

R e c o m m e n d a t i o n T h e “ i d e n t i f i e r ” a r g u m e n t s h o u l d b e r e p l a c e d w i t h a p a i r o f t o k e n a r -

g u m e n t s .� �
8 function computePoolAddress(address factory, bytes memory identifier

↪→ , bytes32 initCodeHash)� �
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C V F - 9 2 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p P o o l H e l p e r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I U n i s w a p V 2 P a i r ” .� �
1 1 returns (address pool)� �
C V F - 9 3 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e U n i s w a p P o o l H e l p e r . s o l

R e c o m m e n d a t i o n T h e t y p e o f a r g u m e n t s a n d r e t u r n e d v a l u e s s h o u l d b e “ I E R C 2 0 ” .� �
1 8 function sortTokens(address tokenA, address tokenB) internal pure

↪→ returns (address token0, address token1) {� �
C V F - 9 4 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o n s t a n t s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s c o n s t a n t s h o u l d b e “ I E R C 2 0 ” .� �
1 1 address internal constant ETH = address(0);� �
C V F - 9 5 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o n s t a n t s . s o l

R e c o m m e n d a t i o n T h e s e c o n s t a n t s c o u l d b e t u r n e d i n t o i m m u t a b l e v a r i a b l e s b y t u r n i n g

t h i s l i b r a r y i n t o a n a b s t r a c t c o n t r a c t .� �
1 9 /// @dev The constants below here might vary between chains. They

↪→ cannot be immutables as this is a library� �
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C V F - 9 6 . F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o n s t a n t s . s o l

R e c o m m e n d a t i o n T h e t y p e o f t h i s c o n s t a n t s h o u l d b e “ I W E T H 9 ” .� �
2 3 address internal constant WETH9 = 0

↪→ xC02aaA39b223FE8D0A0e5C4F27eAD9083C756Cc2;� �
C V F - 9 7 . I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I R o u t e r . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a k e m o r e u s e f u l e b y a d d i n g s o m e p a r a m e t e r s

t o t h e m .� �
1 6 error TransactionDeadlinePassed();� �� �
1 9 error LengthMismatch();� �
C V F - 9 8 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I R e w a r d s C o l l e c t o r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s c o u y l d b e m o r e s p e c i f i c .� �
7 function routerRewardsDistributor() external returns (address);

function looksRareRewardsDistributor() external returns (address);� �
C V F - 9 9 . I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I R e w a r d s C o l l e c t o r . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e “ I E R C 2 0 ” .� �
9 function looksRareToken() external returns (ERC20);� �
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C V F - 1 0 0 . I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I R e w a r d s C o l l e c t o r . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d r e t u r n t h e r e w a r d s a m o u n t c l a i m e d .� �
1 0 function collectRewards(bytes calldata) external;� �
C V F - 1 0 1 . I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I C r y p t o P u n k s M a r k e t . s o l

D e s c r i p t i o n T h i s v e r s i o n r e q u i r e m e n t i s i n c o n s i s t e n t w i t h v e r s i o n r e q u i r e m e n t s i n o t h e r

f i l e s .

R e c o m m e n d a t i o n C o n s i d e r c h a n g i n g t o “ ^ 0 . 8 . 0 ” o r t o “ ^ 0 . 8 . 1 7 ” f o r c o n s i s t e n c y .� �
2 pragma solidity ^0.8.4;� �
C V F - 1 0 2 . I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I W E T H 9 . s o l

D e s c r i p t i o n T h e a r g u m e n t i s n o t d o c u m e n t e d .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
1 2 function withdraw(uint256) external;� �
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