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Disclaimer 
This is a limited report on our findings based on our analysis, in accordance with good industry 

practice as at the date of this report, in relation to cybersecurity vulnerabilities and issues in the 

framework and algorithms based on smart contracts, the details of which are set out in this 

report. In order to get a full view of our analysis, it is crucial for you to read the full report. While 

we have done our best in conducting our analysis and producing this report, it is important to 

note that you should not rely on this report and cannot claim against us on the basis of what it 

says or doesn’t say, or how we produced it, and it is important for you to conduct your own 

independent investigations before making any decisions. We go into more detail on this in the 

disclaimer below – please make sure to read it in full. 

      

DISCLAIMER: By reading this report or any part of it, you agree to the terms of this disclaimer. If 

you do not agree to the terms, then please immediately cease reading this report, and delete 

and destroy any and all copies of this report downloaded and/or printed by you. This report is 

provided for information purposes only and on a non-reliance basis, and does not constitute 

investment advice. No one shall have any right to rely on the report or its contents, and TechRate 

and its affiliates (including holding companies, shareholders, subsidiaries, employees, directors, 

officers and other representatives) (TechRate) owe no duty of care towards you or any other 

person, nor does TechRate make any warranty or representation to any person on the accuracy 

or completeness of the report. The report is provided "as is", without any conditions, warranties 

or other terms of any kind except as set out in this disclaimer, and TechRate hereby excludes all 

representations, warranties, conditions and other terms (including, without limitation, the 

warranties implied by law of satisfactory quality, fitness for purpose and the use of reasonable 

care and skill) which, but for this clause, might have effect in relation to the report. Except and 

only to the extent that it is prohibited by law, TechRate hereby excludes all liability and 

responsibility, and neither you nor any other person shall have any claim against TechRate, for 

any amount or kind of loss or damage that may result to you or any other person (including 

without limitation, any direct, indirect, special, punitive, consequential or pure economic loss or 

damages, or any loss of income, profits, goodwill, data, contracts, use of money, or business 

interruption, and whether in delict, tort (including without limitation negligence), contract, 

breach of statutory duty, misrepresentation (whether innocent or negligent) or otherwise under 

any claim of any nature whatsoever in any jurisdiction) in any way arising from or connected with 

this report and the use, inability to use or the results of use of this report, and any reliance on 

this report. 

 

The analysis of the security is purely based on the smart contracts alone. No applications or 

operations were reviewed for security. No product code has been reviewed. 



 

 

Background 
 

TechRate was commissioned by Dione to perform an audit of 

smart contracts on commit:  

https://etherscan.io/token/0x89b69f2d1adffa9a253d40840b6baa7fc903d697#code 

 

The purpose of the audit was to achieve the following: 

 

● Ensure that the smart contract functions as intended. 

● Identify potential security issues with the smart contract. 

 

The information in this report should be used to understand the risk exposure of the 

smart contract, and as a guide to improve the security posture of the smart contract by 

remediating the issues that were identified.  

  

https://etherscan.io/token/0x89b69f2d1adffa9a253d40840b6baa7fc903d697#code


 

 

Issues Checking Status 

 Issue description Checking status 

1.  Compiler errors. Passed 

2.  Race conditions and Reentrancy. Cross-function race 

conditions. 

Passed 

3.  Possible delays in data delivery. Passed 

4.  Oracle calls. Passed 

5.  Front running. Passed 

6.  Timestamp dependence.  Passed 

7.  Integer Overflow and Underflow.  Passed 

8.  DoS with Revert. Passed 

9.  DoS with block gas limit. Low issues 

10.  Methods execution permissions. Passed 

11.  Economy model of the contract. Passed 

12.  The impact of the exchange rate on the logic. Passed 

13.  Private user data leaks. Passed 

14.  Malicious Event log. Passed 

15.  Scoping and Declarations. Passed 

16.  Uninitialized storage pointers. Passed 

17.  Arithmetic accuracy. Passed 

18.  Design Logic.  Passed 

19.  Cross-function race conditions. Passed 

20.  Safe Open Zeppelin contracts implementation and 

usage. 

Passed 

21.  Fallback function security. Passed 

  



 

 

  Security Issues 
 

  High Severity Issues 

        No high severity issues found. 

  Medium Severity Issues 

        No medium severity issues found. 

  Low Severity Issues 

1. Out of gas 

Issue: 

• The function setBots() uses the loop to add bots. It could be aborted 

with OUT_OF_GAS exception if there will be a long addresses list. 

 
Recommendation: 

Check that the array length is not too big.  

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Owner privileges (In the period when the owner is not 

renounced) 
 

• Owner can enable/disable cooldown. 

• Owner can enable/disable swap. 

• Owner can enable trading. 

• Owner can add bots. 

• Owner can change _maxBuyAmount, _maxSellAmount and 

_maxWalletAmount. 

• Owner can change swapTokensAtAmount. 

• Owner can change marketing and liquidity wallets. 

• Owner can exclude from the fee. 

• Owner can change fees. 

• Owner can change blocksToBlacklist. 

• Owner can add/remove bots. 

• Owner can swap tokens to ETH and send them to owner. 

• Owner can withdraw contract ETHs. 

 

 

 

 

 

 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 



 

 

Testnet deployment 

 

Contracts Description Table 

Contract Type Bases 
  

└ Function Name Visibility Mutability Modifiers 

     

Dione Implementation Context, IERC20, 
Ownable 

  

└ transfer Public          NO    

└ approve Public          NO    

└ transferFrom Public          NO    

└ setCooldownEnabled External          onlyOwner 

└ setSwapEnabled External          onlyOwner 

└ openTrading External          onlyOwner 

└ setBots Public          onlyOwner 

└ setMaxBuyAmount Public          onlyOwner 

└ setMaxSellAmount Public          onlyOwner 

└ setMaxWalletAmount Public          onlyOwner 

└ setSwapTokensAtAmount Public          onlyOwner 

└ setMarketingWallet Public          onlyOwner 

└ setLiquidityWallet Public          onlyOwner 

└ excludeFromFee Public          onlyOwner 

└ includeInFee Public          onlyOwner 

└ setBuyFee External          onlyOwner 

└ setSellFee External          onlyOwner 

└ setBlocksToBlacklist Public          onlyOwner 

└ delBot Public          onlyOwner 

└ manualswap Public          onlyOwner 

└ manualsend Public          onlyOwner 

└ withdrawStuckETH(only when trading 
is not opened) 

External          onlyOwner 

Legend 

Symbol Meaning 

     Function can modify state 

        Function is payable 

 

 

https://ropsten.etherscan.io/tx/0x593fdaf0d14922e44a01b79bf1c0e4144c9e2ee872b064abc24b4698b53b813c
https://ropsten.etherscan.io/tx/0x62a0205670dbe1cd198168f0c1b3a4da9a986e810df1cad0306d8acd79df07a4
https://ropsten.etherscan.io/tx/0xafc71d02f23196fcf01af90bf68b44216982112565ca898e9bf7a0a815624296
https://ropsten.etherscan.io/tx/0x34a90eda4065704eaa8af89c2fc1ab8dadd1f4988196dbaa4f72dcce16a4425e
https://ropsten.etherscan.io/tx/0x34584ca6b0634e33e348aaee5cdf4ebc4734b1b005e409227b7314639144205b
https://ropsten.etherscan.io/tx/0xec936d2bcc0d982926240866b3f6c2521f8bf302a1ba48ed574a89f4a4187426
https://ropsten.etherscan.io/tx/0xdbaf197f6025985d21b11b18062f9f886b6fffb5df289d801008a40fed0dc47c
https://ropsten.etherscan.io/tx/0xda6669072e4fe6d44bd353e35e74871d74fa0c982a8b446447e077ac35772746
https://ropsten.etherscan.io/tx/0xe6c52f7468f5ced5fc72fdf7a383ec7faaacff664da7a7d42e38879bcfc769b8
https://ropsten.etherscan.io/tx/0xd52fe97ad08c1ff62ea7dd6cce562b8b7e2bfbab29bc3646116d1c087c8da454
https://ropsten.etherscan.io/tx/0x607dd2444a86b36b57fb355761f82981abe5c20837f486f0ebe5d8ed9e62b4e2
https://ropsten.etherscan.io/tx/0x4220c6bb70369a591f925cd1c7243609162eb82682947840ddc2437bc0fddb65
https://ropsten.etherscan.io/tx/0x6a5fcf49707bbcd3f0528095aee53126cde200f48a2727e2eea449c2c2e24f59
https://ropsten.etherscan.io/tx/0x71224d8acba7e2bceabc7db587c304b1e1e9932176a02ef769bbd14da6876137
https://ropsten.etherscan.io/tx/0xe95344f64a5a941b442333446efeedf124bacf7d9c4c07ddb8c4353d821652a4
https://ropsten.etherscan.io/tx/0x55617deb5f243f7aa7f88d4b79b5efe9ef78205900fa787b3982569e3218fa3e
https://ropsten.etherscan.io/tx/0xa9b139058d811602106f5e5af286c7cc09abf052fecc25a97d1bf997f99e7faa
https://ropsten.etherscan.io/tx/0xab18fcad1fd51f7cca424cc69cd246f197687fbfbb7a73450d87bb81a6d2b88f
https://ropsten.etherscan.io/tx/0xadd7e81c3a725fad3ff2ccd836f412f3ebf2a8227d3181e9918f3d53579efe38
https://ropsten.etherscan.io/tx/0x8efcf009a975839d56315316beca9a953ecebfcadb2b35ae2baa772d87f7c892
https://ropsten.etherscan.io/tx/0xd7de1f00109ccce3f4cb4172f2d29c14fc7d584a7c3655d37dcd3e187fb2feee


 

 

Conclusion 
 

Smart contracts contain low severity issues! Liquidity pair contract’s security is not 

checked due to out of scope. The further transfers and operations with the funds raise 

are not related to this particular contract. 

 

Liquidity locking details are provided by the team: 

https://www.team.finance/view-

coin/0x89B69F2d1adffA9A253d40840B6Baa7fC903D697?name=Dione&symbol=Dione 

 
 

Ownership renounce details are provided by the team: 

https://etherscan.io/tx/0x33e955455d93853f2724b51dc82e9b2ddb6e23e1957787a82f01

c9a395d013f4 

 

Security score: 85. 
 

 

 

TechRate note: 

Please check the disclaimer above and note, the audit makes no statements or warranties on 

business model, investment attractiveness or code sustainability.  The report is provided for 

the only contract mentioned in the report and does not include any other potential contracts 

deployed by Owner. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.team.finance/view-coin/0x89B69F2d1adffA9A253d40840B6Baa7fC903D697?name=Dione&symbol=Dione
https://www.team.finance/view-coin/0x89B69F2d1adffA9A253d40840B6Baa7fC903D697?name=Dione&symbol=Dione
https://etherscan.io/tx/0x33e955455d93853f2724b51dc82e9b2ddb6e23e1957787a82f01c9a395d013f4
https://etherscan.io/tx/0x33e955455d93853f2724b51dc82e9b2ddb6e23e1957787a82f01c9a395d013f4
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