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DKUcNaKOeTa
TLMW VeTSVX MW WYbNecX XS XLe XeVQW aRd cSRdMXMSRW (MRcPYdMRK [MXLSYX PMQMXaXMSR, deWcVMTXMSR SJǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
WeVZMceW, cSRJMdeRXMaPMX], dMWcPaMQeV aRd PMQMXaXMSR SJ PMabMPMX]) WeX JSVXL MR XLe VeVMJMcaXMSRǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
SeVZMceW AKVeeQeRX beX[eeR CeVXMK aRd žbZ\ ž(XLe ƈCSQTaR]Ɖ), SV XLe WcSTe SJǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
WeVZMceW/ZeVMJMcaXMSR, aRd XeVQW aRd cSRdMXMSRW TVSZMded XS XLe CSQTaR] MR cSRRecXMSR [MXL XLeǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
ZeVMJMcaXMSR (cSPPecXMZeP], XLe ƈAKVeeQeRXƉ). TLMW VeTSVX TVSZMded MR cSRRecXMSR [MXL XLe SeVZMceWǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
WeX JSVXL MR XLe AKVeeQeRX WLaPP be YWed b] XLe CSQTaR] SRP] XS XLe e\XeRX TeVQMXXed YRdeV XLeǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
XeVQW aRd cSRdMXMSRW WeX JSVXL MR XLe AKVeeQeRX. TLMW VeTSVX Qa] RSX be XVaRWQMXXed, dMWcPSWed,ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
VeJeVVed XS SV VePMed YTSR b] aR] TeVWSR JSV aR] TYVTSWeW [MXLSYX CeVXMKƅW TVMSV [VMXXeR cSRWeRX.ǧ
ǧ

AbQWV CeTVKKa
CeVXMK MW a XecLRSPSK]-Ped bPScOcLaMR WecYVMX] cSQTaR] JSYRded b] CSQTYXeV ScMeRceǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
TVSJeWWSVW JVSQ YaPe URMZeVWMX] aRd CSPYQbMa URMZeVWMX] bYMPX XS TVSZe XLe WecYVMX] aRdǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
cSVVecXReWW SJ WQaVX cSRXVacXW aRd bPScOcLaMR TVSXScSPW.ǧ
ǧ
CeVXMK, MR TaVXReVWLMT [MXL KVaRXW JVSQ IBM aRd XLe EXLeVeYQ FSYRdaXMSR, CeVXMKƅW QMWWMSR SJǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
eZeV] aYdMX MW XS aTTP] dMJJeVeRX aTTVSacLeW aRd deXecXMSR QeXLSdW, VaRKMRK JVSQ QaRYaP, WXaXMc,ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
aRd d]RaQMc aRaP]WMW, XS eRWYVe XLaX TVSNecXW aVe cLecOed aKaMRWX ORS[R aXXacOW aRd TSXeRXMaPǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
ZYPReVabMPMXMeW. CeVXMK PeZeVaKeW a XeaQ SJ WeaWSRed eRKMReeVW aRd WecYVMX] aYdMXSVW XS aTTP]ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
XeWXMRK QeXLSdSPSKMeW aRd aWWeWWQeRXW XS eacL TVSNecX, MR XYVR cVeaXMRK a QSVe WecYVe aRdǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
VSbYWX WSJX[aVe W]WXeQ.ǧ
ǧ
CeVXMK LaW WeVZed QSVe XLaR 100 cPMeRXW [MXL LMKL UYaPMX] aYdMXMRK aRd cSRWYPXMRK WeVZMceW,ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
VaRKMRK JVSQ WXabPecSMRW WYcL aW BMRaRceƅW BGBP aRd Pa\SW GSPd XS deceRXVaPM^ed SVacPeWǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
WYcL aW BaRd PVSXScSP aRd TePPSV. CeVXMK cYWXSQM^eW MXW eRKMReeVMRK XSSP OMXW, [LMPe aTTP]MRKǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
cYXXMRK-edKe VeWeaVcL SR WQaVX cSRXVacXW, JSV eacL cPMeRX SR MXW TVSNecX XS SJJeV a LMKL UYaPMX]ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ ǧ
dePMZeVabPe.  FSV QSVe MRJSVQaXMSR: žLXXTW://ceVXMO.MSž.ǧ

a
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EZecWVKXe SWOOaT[a

TLMW VeTSVX LaW beeR TVeTaVed JSV žbZ\ž XS dMWcSZeV MWWYeW aRd ZYPReVabMPMXMeW MR XLe WSYVce cSdeǧ

SJ XLeMV žSQaVX CSRXVaGXW žaW [ePP aW aR] cSRXVacX deTeRdeRcMeW XLaX [eVe RSX TaVX SJ aR SJJMcMaPP]ǧ

VecSKRM^ed PMbVaV]. A cSQTVeLeRWMZe e\aQMRaXMSR LaW beeR TeVJSVQed, YXMPM^MRK D]RaQMcǧ

ARaP]WMW, SXaXMc ARaP]WMW, aRd MaRYaP ReZMe[ XecLRMUYeW.ǧ

ǧ

TLe aYdMXMRK TVSceWW Ta]W WTecMaP aXXeRXMSR XS XLe JSPPS[MRK cSRWMdeVaXMSRW:ǧ

ǧ

● TeWXMRK XLe WQaVX cSRXVacXW aKaMRWX bSXL cSQQSR aRd YRcSQQSR aXXacO ZecXSVW.ǧ

● AWWeWWMRK XLe cSdebaWe XS eRWYVe cSQTPMaRce [MXL cYVVeRX beWX TVacXMceW aRd MRdYWXV]ǧ

WXaRdaVdW.ǧ

● ERWYVMRK cSRXVacX PSKMc QeeXW XLe WTecMJMcaXMSRW aRd MRXeRXMSRW SJ XLe cPMeRX.ǧ

● CVSWW VeJeVeRcMRK cSRXVacX WXVYcXYVe aRd MQTPeQeRXaXMSR aKaMRWX WMQMPaV WQaVXǧ

cSRXVacXW TVSdYced b] MRdYWXV] PeadeVW.ǧ

● TLSVSYKL PMRe-b]-PMRe QaRYaP VeZMe[ SJ XLe eRXMVe cSdebaWe b] MRdYWXV] e\TeVXW.ǧ

 

ǧ ǧ
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TeUVKPI SWOOaT[a

SECURITY LEVELǧ

ǧ

ǧ

SQaVX CSRXVacX AYdMXǧ

TLMW VeTSVX LaW beeR TVeTaVed aW a TVSdYcX SJ XLe SQaVXǧ

CSRXVacX AYdMX VeUYeWX b] bZ\.ǧǧ

TLMW aYdMX [aW cSRdYcXed XS dMWcSZeV MWWYeW aRdǧ

ZYPReVabMPMXMeW MR XLe WSYVce cSde SJ bZ\ƅW SQaVX CSRXVacXW.ǧ

TYPEǧ SQaVX CSRXVacXǧ

SOURCE CODEǧ LXXTW://KMXLYb.cSQ/bZ\NeX[SVO/cSRX

VacXWV2ǧ

PLATFORMǧ EVMǧ

ǧ LANGUAGEǧ SSPMdMX]ǧ

REQUEST DATEǧ JYR 07, 2020ǧ

DELIVERY DATEǧ SeTX 04, 2020ǧ

METHODSǧ

A cSQTVeLeRWMZe e\aQMRaXMSR LaWǧ

beeR TeVJSVQed YWMRK D]RaQMcǧ

ARaP]WMW, SXaXMc ARaP]WMW, aRd MaRYaPǧ

ReZMe[.ǧ

a a
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ReXKeY NQVeUa

Ͳntroductiona

CeVXMK XeaQ [aW cSRXVacXed b] XLe bZ\ XeaQ XS aYdMX XLe deWMKR aRd MQTPeQeRXaXMSR SJ XLeMVǧ

SQaVX CSRXVacXW aRd MXW cSQTPMaRce [MXL XLe EIPW MX MW QeaRX XS MQTPeQeRX.ǧ

ǧ

TLe aYdMXed WSYVce cSde PMRO MW:ǧ

● LXXTW://KMXLYb.cSQ/bZ\NeX[SVO/cSRXVacXWV2/XVee/471dce9bbbJ4J8204c0Jb5a13a8J9c3

8babd502eǧ

ǧ

TLe KSaP SJ XLMW aYdMX [aW XS VeZMe[ XLe SSPMdMX] MQTPeQeRXaXMSR JSV MXW bYWMReWW QSdeP, WXYd]ǧ

TSXeRXMaP WecYVMX] ZYPReVabMPMXMeW, MXW KeReVaP deWMKR aRd aVcLMXecXYVe, aRd YRcSZeV bYKW XLaXǧ

cSYPd cSQTVSQMWe XLe WSJX[aVe MR TVSdYcXMSR.ǧ

ǧ

TLe JMRdMRKW SJ XLe MRMXMaP aYdMX LaZe beeR cSRZe]ed XS XLe XeaQ beLMRd XLe cSRXVacXǧ

MQTPeQeRXaXMSRW aRd XLe WSYVce cSde MW e\TecXed XS be Ve-eZaPYaXed beJSVe aRSXLeV VSYRd SJǧ

aYdMXMRK LaW beeR caVVMed SYX.ǧ

a a
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Documentationa

TLe WSYVceW SJ XVYXL VeKaVdMRK XLe STeVaXMSR SJ XLe cSRXVacXW MR WcSTe [eVe QMRMQaP aPXLSYKLǧ

XLe XSOeR JYPJMPPed a WMQTPe YWe caWe [e [eVe abPe XS JYPP] aWWMQMPaXe. TS LePT aMd SYVǧ

YRdeVWXaRdMRK SJ eacL cSRXVacXƅW JYRcXMSRaPMX] [e VeJeVVed XS MR-PMRe cSQQeRXW aRd RaQMRKǧ

cSRZeRXMSRW.ǧ

ǧ

TLeWe [eVe cSRWMdeVed XLe WTecMJMcaXMSR, aRd [LeR dMWcVeTaRcMeW aVSWe [MXL XLe acXYaP cSdeǧ

beLaZMSYV, [e cSRWYPXed [MXL XLe bZ\ XeaQ SV VeTSVXed aR MWWYe.ǧ

ǧ

Summarya

TLe cSdebaWe SJ XLe TVSNecX MW a DeFM MQTPeQeRXaXMSR, QeaRMRK XLaX XLe aYdMX Lad XS JScYW SRǧ

XLe MRXeV-VePaXMSRWLMTW SJ XLe ZaVMSYW cSRXVacXW aW [ePP aW XLe TVSTeV JYRcXMSRaPMX] SJ eacLǧ

cSRXVacX aXSQMcaPP].ǧ

ǧ

AW XLe cSRXVacXW aVe QeaRX XS be cSRWXaRXP] YXMPM^ed aRd a VaMWMRK XVeRd caR be WeeR MR XLeǧ

EXLeVeYQ QaVOeX [MXL VeKaVdW XS XVaRWacXMSR JeeW, [e cSQbMRed XLe WecYVMX] aYdMX [MXL a dYeǧ

dMPMKeRce MRWTecXMSR SR XLe cSdebaWe XS eRWYVe XLaX MX MW aW STXMQM^ed aW MX caR be MR VePaXMSR XSǧ

XLe KaW cSWXW MX MRcYVW.ǧ

ǧ

APXLSYKL žGIVXaMR STXMQM^aXMSR WXITWž XLaX [e TMRTSMRXed MR XLe WSYVce cSde QSWXP] VeJeVVed XSǧ

cSdMRK WXaRdaVdW aRd MReJJMcMeRcMeW, žXLI IMKLX QMRSV JPa[Wž XLaX [eVe MdeRXMJMed žWLSYPH bIǧ

VIQIHMaXIH aW WSSR aW TSWWMbPI XS IRWYVI XLI WIGYVMX] SJ XLI GSRXVaGXW.ǧ

ǧ

TLe cSdebaWe SJ XLe TVSNecX WXVMcXP] adLeVeW XS XLe WXaRdaVdW aRd MRXeVJaceW MQTSWed b] XLeǧ

OTeRZeTTePMR STeR-WSYVce PMbVaVMeW aRd aW WYcL MXW X]TMcaP ERC-20 JYRcXMSRWž GaR bI HIIQIH XSǧ

bI WIGYVIž. žHS[IZIV XLI GYWXSQ JYRGXMSRaPMX] bYMPX SR XST SJ MX TSWWIWWIH JPa[Wž [e MdeRXMJMed.ǧ

10ǧ
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Conclusiona

OZeVaPP, XLe cSdebaWe SJ XLe cSRXVacXW LaW beeR VeJacXSVed aWWMQMPaXMRK XLe JMRdMRKW SJ XLMWǧ

VeTSVX aRd žaGLMIZMRK a LMKL WXaRHaVH SJ GSHI UYaPMX] aRH WIGYVMX]ž.ǧ

a a
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FKPdKPIUa

Exhibit 1a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX UXMPM^aXMSR SJ `SaJeMaXL`ǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
GaWTSOeRUWeV.WSP:ǧ

L17-L61ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe CLM XSOeR MRXeKVaXMSR MQTPeQeRXaXMSR deJMRed MR XLeMV aRRSYRceQeRX TaKe TYVTSWeJYPP]ǧ

dSeW RSX YXMPM^e XLe `SaJeMaXL` QeXLSdW aW XLe caPcYPaXMSRW aVe KYaVaRXeed XS be WaJe aRd XLe]ǧ

Reed XS cSWX aW PMXXPe KaW aW TSWWMbPe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS WMQTP] YWe baWMc QaXLeQaXMcaP STeVaXMSRW MRWXead SJ YWMRK `SaJeMaXL`ǧ

MRZScaXMSRW.ǧ

a

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

a a
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Exhibit 2a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX `VeUYMVe` CLecOǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ AdZaRcedTSOeR.WSP: L56ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `WYb` MRZScaXMSR SJ žL60ž aPVead] cLecOW XLe cSRdMXMSRaP SJ XLe PMROed PMRe aRd aPWS e\TSWeW aǧ

WeTaVaXe QeXLSd XLaX acceTXW a WecSRd `WXVMRK` aVKYQeRX XLaX caR be TaWWed XS MX. [LMcL [eǧ

adZMWe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe VeQSZaP SJ XLe `VeUYMVe` WXaXeQeRX aRd XLe YWe SJ XLe e\TSWed WecSRd `WXVMRK`ǧ

aVKYQeRX SJ XLe `WYb` MRZScaXMSR aW XLe eVVSV QeWWaKe.ǧ

a

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 3a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IRcSRWMWXeRX CSQQeRXǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ AdZaRcedTSOeR.WSP: L57ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed cSQQeRXW WXaXe XLaX XLeVe MW RS Reed XS VeUYMVe `ZaPYe <= XSXaPSYTTP]` ]eX XLaX MWǧ

e\acXP] [LaX SccYVW SR žL67ž dYe XS XLe `WYb` MRZScaXMSR.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe VeQSZaP SJ XLe aQbMKYSYW cSQQeRX.ǧ

a

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 4a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

ATTVSZaP Race CSRdMXMSRǧ

LaRKYaKeǧ

STecMJMcǧ

IWWYeǧ

MMRSVǧ
AdZaRcedTSOeR.WSP:ǧ

L14-L23ǧ

ǧ

[MINOR] DIWGVMTXMSR:ǧ

TLe ERC-20 `aTTVSZe` JYRcXMSR LaW a [ePP-ORS[R Vace cSRdMXMSR [LeVeb] aR adNYWXQeRX SJ aRǧ

e\MWXMRK aTTVSZaP caR be e\TPSMXed XS YXMPM^e XLe JYPP aQSYRX SJ XLe TVeZMSYWP] WeX aTTVSZaP aWǧ

[ePP aW XLe Re[P] WeX aTTVSZaP b] QSRMXSVMRK XLe XVaRWacXMSR QeQTSSP.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

A [SVOaVSYRd XS XLMW MWWYe MW YWYaPP] `VeUYMVe`-MRK XLaX XLe `aPPS[ed` ZaPYe beX[eeR X[Sǧ

addVeWWeW MW JMVWX WeX XS ^eVS beJSVe beMRK adNYWXed XS aRSXLeV ZaPYe.ǧ

a

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS MQTPeQeRX X[S JYRcXMSRW, `MRcVeaWeATTVSZaP` aRd `decVeaWeATTVSZaP`,ǧ

cSQTP]MRK XS XLe EIP20.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 5a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

URYWYaP LSKMcaP BVaRcLǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
AdZaRcedTSOeR.WSP:ǧ

L61-L64ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe aJSVeQeRXMSRed bVaRcL MRdMcaXeW XLaX a YWeV WLSYPd RSX bYVR aR aQSYRX XLaX [SYPd VedYceǧ

LMW baPaRce XS PeWW XLaR `10`. TLe VaXMSRaPe beLMRd XLMW bVaRcL MW YRaccSYRXed JSV.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe MXW MRcPYWMSR aW a cSQQeRX.ǧǧ

a

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add a cSQQeRX deWcVMbMRK XLe TVScedYVe.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 6a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

PSXeRXMaPP] MMWPeadMRK CSQQeRXWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
AdZaRcedTSOeRSXSVaKe.W

SP: L14, L21, L28, L36ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cSQQeRX PMReW MRcPYded abSZe VeJeV XS XLe XSTMc SJ eacL `eZeRX` XLaX WYbcedeW XLeQ,ǧ

LS[eZeV XLMW LaWL [MPP cLaRKe WLSYPd aR] SJ XLe ZaVMabPe X]TeW SV XLe `eZeRX` RaQe MXWePJ aVeǧ

cLaRKed. TLeWe X]TeW SJ ZaPYeW aVe beXXeV caPcYPaXed b] e\XeVRaP cSde TSWX-cSQTMPaXMSR VaXLeVǧ

XLa MRcPYded aW cSQQeRXW WMRce XLe] Qa] RSX be YT XS daXe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe VeQSZaP SJ aQbMKYSYW cSQQeRXW.ǧǧ

a

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS VeQSZe YRReceWWaV] cSQQeRXW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 7a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

SXSVaKe La]SYX OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ LSaRTSOeRBaWe.WSP: L32ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe SVdeV SJ decPaVaXMSR [MXLMR a cSRXVacX QaXXeVW MR SSPMdMX] aW WXaXe ZaVMabPeW aVe XMKLXP]ǧ

TacOed MRXS 256-bMX WPSXW XS XLe KVeaXeWX e\XeRX TSWWMbPe. IR XLe PMROed cSRXVacX, MX MW TSWWMbPe XSǧ

QSZe XLe `PaWXSeXXPeTMQe_` decPaVaXMSR SJ žL32ž beJSVe `PSaRTSOeRAddVeWW`.ǧ

ǧ

AR `addVeWW` MR SSPMdMX] MW 160-bMXW, XLe TVecedMRK `decMQaPW` ZaVMabPe SccYTMeW 8-bMXW aRd XLaXǧ

PeaZeW a XSXaP SJ 88-bMXW XS be SccYTMed b] aRSXLeV ZaVMabPe. TLe cYVVeRX MQTPeQeRXaXMSR YXMPM^eWǧ

a `YMRX256` JSV WXSVMRK XLe `PaWXSeXXPeTMQe_`, LS[eZeV YRM\ XMQeWXaQTW, [LMcL `bPScO.XMQeWXaQT`ǧ

MW, dS RSX Reed WYcL a PeZeP SJ TVecMWMSR aW eZeR cSRXeQTSVaV] W]WXeQW WXSVe XMQeWXaQTW MRǧ

64-bMX aX QSWX VeTVeWeRXaXMSRW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS QSZe XLe `PaWXSeXXPeTMQe_` decPaVaXMSR beJSVe `PSaRTSOeRAddVeWW` aRdǧ

XS cLaRKe XLe daXa X]Te SJ `PaWXSeXXPeTMQe_`.ǧǧ

a

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

18ǧ

https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/connectors/loantoken/LoanTokenBase.sol%23L32
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Exhibit 8a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

VMWMbMPMX] STecMJMeVW MMWWMRKǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcDaM.WSP:ǧ

L15ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed ZaVMabPeW dS RSX LaZe a ZMWMbMPMX] WTecMJMeV WeX.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX aR e\TPMcMX ZMWMbMPMX] WTecMJMeV MW deJMRed XS aMd MR XLe PeKMbMPMX] SJ XLe cSdebaWe.ǧ

a

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

19ǧ



ǧ

Exhibit 9a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

MaKMc NYQbeVWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ

LSaRTSOeRLSKMcDaM.WSP:ǧ

L223, L224, L234, L284,ǧ

L290, L321, L484, L485,ǧ

L488ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed QaKMc RYQbeVW WLSYPd be WeX aW `cSRWXaRX` aRd `MRXeVRaP` cSRXVacX ZaVMabPeW [MXL aǧ

WePJ-e\TPaRaXSV] ZaVMabPe RaQe aW [ePP aW accSQTaR]MRK cSQQeRXW [LeR ReceWWaV]. TLMW X]Teǧ

SJ decPaVaXMSR MW JYRcXMSRaPP] eUYMZaPeRX XS XLe cYVVeRX MQTPeQeRXaXMSR aW `cSRWXaRX` ZaVMabPeWǧ

XLaX aVe `MRXeVRaP` SV `TVMZaXe` aVe WMQTP] VeTPaced MR XLe cSdebaWe [MXL XLeMV PMXeVaP ZaPYe.ǧ

ǧ

AddMXMSRaPP], WSQe SJ XLeWe QaKMc RYQbeVW aVe aPWS LMKLPMKLXed MR `LSaRTSOeRLSKMcSXaRdaVd`ǧ

aRd cSYPd VeWMde XLeVe aW XLe `LSaRTSOeRLSKMcDaM` cSRXVacX MRLeVMXW JVSQ MX.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ addW TVSTeV dScYQeRXaXMSR WTecMJ]MRK XLe TYVTSWe SJ XLe PMROed RYQbeVW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add deWcVMTXMZe `cSRWXaRX` ZaVMabPe RaQeW aRd MR-PMRe cSQQeRXW.ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 10a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FYRcXMSR IRcSRWMWXeRc]ǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcDaM.WSP:ǧ

L162, L175, L192, L204ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe aJSVeQeRXMSRed JYRcXMSRW bSXL cSRXaMR a `b]XeW QeQSV]` aW XLe PaWX aVKYQeRX, ]eX XLeǧ

JSVQeV dSeW RSX RaQe MX aRd MRWXead TaWWeW XLe ZaPYe PMXeVaP `""` XS XLe JMRaP `_bSVVS[OVTVade`ǧ

MRZScaXMSR aRd XLe PaXXeV e\TPMcMXP] RaQeW MX aRd TaWWeW MX dMVecXP].ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX SRe SJ XLe X[S TaVadMKQW MW YXMPM^ed MR bSXL JYRcXMSRW.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 11a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

PSXeRXMaPP] DaRKeVSYW BYVRǧ

IQTPeQeRXaXMSRǧ
VSPaXMPe CSdeǧ MMRSVǧ

LSaRTSOeRLSKMcDaM.WSP:ǧ

L311-L313ǧ

ǧ

[MINOR] DIWGVMTXMSR:ǧ

TLe `_bYVRTSOeR` JYRcXMSR cSRXaMRW a cSRdMXMSRaP cLecO XLaX bYVRW XLe JYPP baPaRce SJ aRǧ

addVeWW MR caWe XLe baPaRce WTecMJMed e\ceedW XLe YWeV'W baPaRce. TLMW MW daRKeVSYW XLe ZaPYeǧ

caR be KVeaXeV XLaR XLe baPaRce SJ a YWeV JSV a QYPXMXYde SJ VeaWSRW MRcPYdMRK QMWX]TeW (M.e. aRǧ

e\XVa ^eVS aTTeRded), XVaRWacXMSR Vace cSRdMXMSRW (M.e. TVe-aTTVSZed XSOeRW beMRK cSRWYQed b]ǧ

aRSXLeV TaVX] [LMPe XLe YWeV aXXeQTXW XS XVaRWacX [MXL XLe cSRXVacX) eXc.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

TLe cSRdMXMSRaP cLecO WLSYPd MRWXead YWe XLe Qa\MQYQ VeTVeWeRXaXMSR SJ a `YMRX256` MR aRǧ

eUYaPMX] cSRdMXMSRaP aW XLe "JPaK" XLaX MRdMcaXeW a YWeV'W JYPP baPaRce WLSYPd be bYVRed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add a `VeUYMVe` WXaXeQeRX, JSPPS[MRK SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 12a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

URWaJe `SaJeMaXL` IRZScaXMSRǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcDaM.WSP:ǧ

L473ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe MQTPeQeRXaXMSR SJ `_Re\XBSVVS[IRXeVeWXRaXe2` MR XLe TaVeRX `LSaRTSOeRLSKMcSXaRdaVd`ǧ

cSRXVacX MRdMcaXeW XLaX žXLe VeWYPX SJ `_YXMPM^aXMSRRaXe` caR be KVeaXeV XLaR `100 eXLeV`ž aW MX MWǧ

LaRdPed KVaceJYPP] [LMPWX XLe MRZScaXMSR SR XLe PMROed PMRe [SYPd LaPX e\ecYXMSR MJ XLe YXMPM^aXMSRǧ

VaXe MW KVeaXeV XLaR `100 eXLeV`.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

WLeXLeV a WMQMPaV KVaceJYP LaRdPMRK WLSYPd be MQTSWed MR XLe `_WYTTP]IRXeVeWXRaXe` SJǧ

`LSaRTSOeRLSKMcDaM` WLSYPd be eZaPYaXed XS eRWYVe cSRWMWXeRc] acVSWW XLe cSdebaWe.ǧ

ǧ

APPIZMaXMSRW:ǧ

A WMQMPaV KVaceJYP LaRdPMRK QecLaRMWQ [aW MRXVSdYced MR LSaRTSOeRLSKMcDaM eRWYVMRK XLaX XLeǧ

XVaRWacXMSR [MPP RSX JaMP MJ XLe `YXMPM^aXMSRRaXe` MW KVeaXeV XLaR `100 eXLeV`.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

23ǧ

https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/connectors/loantoken/LoanTokenLogicStandard.sol%23L1066-L1071


ǧ

Exhibit 13a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IRcSRWMWXeRX AWWeQbP] CSRdMXMSRaPǧ

CSdMRK SX]Peǧ

&ǧ

OTXMQM^aXMSRǧ

IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcDaM.WSP:ǧ

L543ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe aWWeQbP] cSRdMXMSRaP MR XLe PMROed PMRe dSeW RSX cSRJSVQ XS žXLe `VTS[` MQTPeQeRXaXMSR SJǧ

DSMaXLž [LeVe XLMW cSde WeKQeRX [aW cSRZeVXed XS aWWeQbP] JVSQ.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

TLe WaQe `aRd` cPaYWe MQTSWed SR žL549ž WLSYPd e\MWX LeVe aW [ePP, aW XLe DSMaXLǧ

MQTPeQeRXaXMSR YWeW `VQYP` [LMcL MR-XYVR YWeW a WaJe `QYP` STeVaXMSR.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

24ǧ

https://github.com/dapphub/ds-math/blob/master/src/math.sol%23L77-L87
https://github.com/dapphub/ds-math/blob/master/src/math.sol%23L77-L87
https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/connectors/loantoken/LoanTokenLogicDai.sol%23L549


ǧ

Exhibit 14a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX NaQed ReXYVR VaVMabPeWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRTSOeRLSKMcSXaRdaVd.

WSP: L44, L436, L450, L623,ǧ

L1148ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed cSde WeKQeRXW cSRXaMR RaQed VeXYVR ZaVMabPeW JSV JYRcXMSRW XLaX dS RSX YXMPM^e XLeQ.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS eMXLeV VeQSZe SV TVSTeVP] YXMPM^e XLe RaQe ZaVMabPeW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 15a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FYRcXMSR XS `QSdMJMeV`ǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRTSOeRLSKMcSXaRdaVd.

WSP: L1162-L1173,ǧ

L738-L748ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe JMVWX PMROed cSde WeKQeRX caR be cSRZeVXed XS a `QSdMJMeV` MRWXead aW MX MW e\ecYXed aX XLeǧ

WXaVX SJ a JYRcXMSR'W e\ecYXMSR aRd MQTSWeW a `VeUYMVe` cLecO SR XLe JYRcXMSR beMRK caPPed.ǧ

AddMXMSRaPP], MX cSYPd acceTX a `JYRcXMSRSMKRaXYVe` aVKYQeRX MRWXead SJ dMVecXP] YXMPM^MRKǧ

`QWK.WMK`.ǧ

ǧ

TLe WecSRd PMROed cSde WeKQeRX caR aPWS be cSRZeVXed XS a `QSdMJMeV` aW a QSdMJMeV MW abPe XSǧ

aPXeV XLe cSRXVacX WXaXe aRd XLe `_WeXXPeIRXeVeWX()` JYRcXMSR aP[a]W TVecedeW aR] WXaXe-aJJecXMRKǧ

WXaXeQeRXW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS MQTPeQeRX XLe X[S `QSdMJMeVW` aW deWcVMbed aRd TVSTeVP] MRXVSdYce XLeQǧ

XS XLe cSdebaWe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ
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Exhibit 16a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX AWWMKRQeRXWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRTSOeRLSKMcSXaRdaVd.

WSP: L165-L172,ǧ

L226-L236ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

OR eacL PMROed WeKQeRX, XLe ZaPYe aWWMKRQeRX XS `WeRXAQSYRXW[1]` MW SZeVVMddeR MR XLe PMRe XLeǧ

TVeZMSYWP]-aWWMKRed ZaPYe MW YXMPM^ed.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX XLe ZaPYe MW YXMPM^ed dMVecXP] MRWXead.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 17a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

MaKMc NYQbeVWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ

LSaRTSOeRLSKMcSXaRdaVd.

WSP: L180, L259, L275,ǧ

L288, L416, L422, L560,ǧ

L561, L574, L637, L657,ǧ

L688, L723, L788, L793,ǧ

L794, L851, L984, L997,ǧ

L999, L1014, L1015,ǧ

L1114, L1115, L1129,ǧ

L1136, L1139, L1185,ǧ

L1186, L1189, L1190,ǧ

L1203ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed QaKMc RYQbeVW WLSYPd be WeX aW `cSRWXaRX` aRd `MRXeVRaP` cSRXVacX ZaVMabPeW [MXL aǧ

WePJ-e\TPaRaXSV] ZaVMabPe RaQe aW [ePP aW accSQTaR]MRK cSQQeRXW [LeR ReceWWaV]. TLMW X]Teǧ

SJ decPaVaXMSR MW JYRcXMSRaPP] eUYMZaPeRX XS XLe cYVVeRX MQTPeQeRXaXMSR aW `cSRWXaRX` ZaVMabPeWǧ

XLaX aVe `MRXeVRaP` SV `TVMZaXe` aVe WMQTP] VeTPaced MR XLe cSdebaWe [MXL XLeMV PMXeVaP ZaPYe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ addW TVSTeV dScYQeRXaXMSR WTecMJ]MRK XLe TYVTSWe SJ XLe PMROed RYQbeVW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add deWcVMTXMZe `cSRWXaRX` ZaVMabPe RaQeW aRd MR-PMRe cSQQeRXW SR XLeǧ

RSR-SbZMSYW QaKMc RYQbeVW.ǧ

ǧ
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Exhibit 18a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FYRcXMSR IRcSRWMWXeRc]ǧ VSPaXMPe CSdeǧ IRJSVQaXMSRaPǧ

LSaRTSOeRLSKMcSXaRdaVd.

WSP: L136, L184, L197,ǧ

L245ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe aJSVeQeRXMSRed JYRcXMSRW bSXL cSRXaMR a `b]XeW QeQSV]` aW XLe PaWX aVKYQeRX, ]eX XLeǧ

JSVQeV dSeW RSX RaQe MX aRd MRWXead TaWWeW XLe ZaPYe PMXeVaP `""` XS XLe JMRaP `_bSVVS[OVTVade`ǧ

MRZScaXMSR aRd XLe PaXXeV e\TPMcMXP] RaQeW MX aRd TaWWeW MX dMVecXP].ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX SRe SJ XLe X[S TaVadMKQW MW YXMPM^ed MR bSXL JYRcXMSRW.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 19a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

AVbMXVaV] TVaRWJeV CSRXVSPǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L274-L276ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

APXLSYKL MRXeRded aW a cSRWeUYeRce SJ XLe [a] XLe cSRXVacX [SVOW, aR] PSaR TSSP MW abPe XSǧ

aVbMXVaVMP] XVaRWJeV YWeV JYRdW.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

TLe ReceWWMX] SJ eRabPMRK YRVeWXVMcXed QSZeQeRX SJ JYRdW MR cSRXVaWX XS MQTSWMRK a LaVd-PMQMXǧ

WLSYPd be eZaPYaXed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 20a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX `VeUYMVe` aRd `SaJeMaXL`ǧ

UXMPM^aXMSRWǧ
OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRTSOeRLSKMcSXaRdaVd.

WSP: L289, L290, L296,ǧ

L301-L302ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe TaMVed cSde WeKQeRXW (ZMa aR aQTeVWaRd `&`) WLS[caWe `VeUYMVe` WXaXeQeRXW XLaX cSQTaVeǧ

X[S ZaPYeW XLaX aVe WYbWeUYeRXP] YXMPM^ed MR a `SaJeMaXL` STeVaXMSR [LeVe XLe e\acX WaQeǧ

cSRdMXMSRaP MW eZaPYaXed MR.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

TLeWe cSRdMXMSRaPW caR WaJeP] be VeTPaced b] a WMRKPe `SaJeMaXL` MRZScaXMSR XLaX aPWS TaWWeW MRǧ

aR eVVSV QeWWaKe MR caWe XLe MRReV `VeUYMVe` WXaXeQeRXW SJ XLe MRZScaXMSR JaMP.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS VeQSZe YRReceWWaV] `VeUYMVe` WXaXeQeRXW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 21a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

LMXeVaP XS `cSRWXaRX`ǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRTSOeRLSKMcSXaRdaVd.

WSP: L342-L344,ǧ

L380-L383, L1166-L1167,ǧ

L1220-L1225ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed PMXeVaPW caR be WaJeP] WeX XS `cSRWXaRX` cSRXVacX-PeZeP ZaVMabPeW aW XLeMV aWWMKRQeRXǧ

aRd WYbWeUYeRX YXMPM^aXMSR MW VeTPaced [MXL XLeMV PMXeVaP ZaPYe [MXLMR XLe cSdebaWe b] XLeǧ

cSQTMPeV, QeaRMRK XLaX YWMRK a `cSRWXaRX` ZaVMabPe aRd a ZaPYe PMXeVaP aVe JYRcXMSRaPP] eUYMZaPeRXǧ

[MXL XLe JSVQeV beMRK JaV QSVe VeadabPe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe PMROed ZaVMabPeW XS `cSRWXaRX`.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 22a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

`MJ` BPScO OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L347-L357ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cYVVeRX `MJ` bPScO caR be STXMQM^ed b] bVeaOMRK XLe JMVWX cSRdMXMSRaP MRXS X[S `MJ` cPaYWeW. TLeǧ

SYXeVQSWX `MJ ePWe MJ` cPaYWe [SYPd be WeX XS aR `MJ ePWe` cPaYWe [MXL XLe cSRdMXMSRaP beMRKǧ

`_Re[BaPaRce != 0` aRd aR MRReV `MJ` bPScO [SYPd be WeX XLaX eZaPYaXeW `_SPdBaPaRce != 0`. TLMWǧ

[SYPd caYWe XLe `ePWe` cPaYWe XS RSX Reed aR addMXMSRaP cSRdMXMSRaP cLecO aW MX MW aPVead]ǧ

cLecOed YRdeV aPP cMVcYQWXaRceW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScOW XS QaXcL XLe TVScedYVe deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 23a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

NaQed ReXYVR VaVMabPeǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L393-L431ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe ZaVMabPe `TVSJMXSSFaV` cSYPd be aR e\TPMcMXP] RaQed VeXYVR ZaVMabPe XS STXMQM^e XLe PeKMbMPMX]ǧ

SJ XLe cSdebaWe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe ZaVMabPe `TVSJMXSSFaV` XS a RaQed VeXYVR ZaVMabPe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 24a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

`YMRX256` XS `MRX256` ReTVeWeRXaXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L393-L431ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cYVVeRX MQTPeQeRXaXMSR dSeW RSX accSYRX JSV ReKaXMZe TVSJMX aRd MRWXead ^eVSeW SYX XLeǧ

TVSJMX MR caWe MX KSeW MR XLe ReKaXMZe VaRKe. AW TVSJMX aTTeaVW XS be a ZMe[-SRP] MRdMcaXSV, MXWǧ

VeTVeWeRXaXMSR MR XLe ReKaXMZe VaRKe WLSYPd be eZaPYaXed aW aR `MRX256` VeTVeWeRXaXMSR Qa] beǧ

QSVe JMXXMRK.ǧ

ǧ

TLMW [SYPd aPWS MR-XYVR VeRdeV XLe `MJ` WXaXeQeRXW SJ žXLMW bPScOž VedYRdaRX.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 25a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX `SaJeMaXL` IRZScaXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L455-L465ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `MJ` WXaXeQeRX XLaX TVecedeW XLe `WYb` MRZScaXMSR VeRdeVW XLe cSQTYXaXMSR WaJe YRdeV aPPǧ

cMVcYQWXaRceW aRd aW WYcL caR be WaJeP] SQMXXed.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 26a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

URWaJe EXLeV TVaRWJeVǧ VSPaXMPe CSdeǧ MMRSVǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L691-L695ǧ

ǧ

[MINOR] DIWGVMTXMSR:ǧ

TLe `_QMRXTSOeR` JYRcXMSR MRcSVVecXP] eZaPYaXeW XLe aQSYRX SJ eXLeV WeRX XS XLe cSRXVacX aRdǧ

XLYW caR Pead XS a YWeV aVbMXVaVMP] WMTLSRMRK eXLeV SJJ XLe cSRXVacX. TLe PMROed `MJ ePWe` bVaRcLǧ

cLecOW [LeXLeV `QWK.ZaPYe` MW ^eVS aRd MJ RSX, MX aWWYQeW XLaX `QWK.ZaPYe` MW eUYaP XSǧ

`deTSWMXAQSYRX` [LMPWX XLMW MW RSX KYaVaRXeed.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

A `VeUYMVe` cLecO WLSYPd be MRXVSdYced MR XLe `ePWe` cPaYWe XLaX eRWYVeW XLeWe ZaPYeW aVe eUYaP,ǧ

SXLeV[MWe MX MW TSWWMbPe XS YXMPM^e aR aVbMXVaV] aQSYRX SJ eXLeV WXSVed SR XLe cSRXVacX.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

37ǧ



ǧ

Exhibit 27a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

NSR-Pa]abPe FYRcXMSR [/ǧ

`QWK.ZaPYe`ǧ
VSPaXMPe CSdeǧ MMRSVǧ

LSaRTSOeRLSKMcSXaRdaVd.

WSP: L39-L50ǧ

ǧ

[MINOR] DIWGVMTXMSR:ǧ

TLe JYRcXMSR `_QMRXTSOeR` MW aR `MRXeVRaP` JYRcXMSR XLaX MW WSPeP] YXMPM^ed MR XLe `QMRX` JYRcXMSR SJǧ

XLe cSRXVacX. AW `QMRX` MW RSX decPaVed aW `Ta]abPe`, `QWK.ZaPYe` [MXLMR `_QMRXTSOeR` [MPP aP[a]Wǧ

be eUYaP XS ^eVS ]eX MXW MQTPeQeRXaXMSR MRdMcaXeW SXLeV[MWe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX XLe TVSTeV JYRcXMSR aXXVMbYXe MW WeX JSV XLe `QMRX` JYRcXMSR.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 28a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

PSXeRXMaPP] DaRKeVSYW BYVRǧ

IQTPeQeRXaXMSRǧ
VSPaXMPe CSdeǧ MMRSVǧ

LSaRTSOeRLSKMcSXaRdaVd.

WSP: L706-L736ǧ

ǧ

[MINOR] DIWGVMTXMSR:ǧ

TLe `_bYVRTSOeR` JYRcXMSR cSRXaMRW a cSRdMXMSRaP cLecO XLaX bYVRW XLe JYPP baPaRce SJ aRǧ

addVeWW MR caWe XLe baPaRce WTecMJMed e\ceedW XLe YWeV'W baPaRce. TLMW MW daRKeVSYW XLe ZaPYeǧ

caR be KVeaXeV XLaR XLe baPaRce SJ a YWeV JSV a QYPXMXYde SJ VeaWSRW MRcPYdMRK QMWX]TeW (M.e. aRǧ

e\XVa ^eVS aTTeRded), XVaRWacXMSR Vace cSRdMXMSRW (M.e. TVe-aTTVSZed XSOeRW beMRK cSRWYQed b]ǧ

aRSXLeV TaVX] [LMPe XLe YWeV aXXeQTXW XS XVaRWacX [MXL XLe cSRXVacX) eXc.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

TLe cSRdMXMSRaP cLecO WLSYPd MRWXead YWe XLe Qa\MQYQ VeTVeWeRXaXMSR SJ a `YMRX256` MR aRǧ

eUYaPMX] cSRdMXMSRaP aW XLe "JPaK" XLaX MRdMcaXeW a YWeV'W JYPP baPaRce WLSYPd be bYVRed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 29a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IPPeKMbPe CSRdMXMSRaPǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L764-L769ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cSRdMXMSRaP cLecO MQTSWed WLSYPd eZaPYaXe [LeXLeV XLe `WSYVceTSDeWXRaXe` MW RSX eUYaP XSǧ

^eVS VaXLeV XLaR XLe `WSYVceTSDeWXPVecMWMSR` aW MX QaOeW QSVe WeRWe PeKMbMPMX]-[MWe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSRdMXMSRaP cLecO aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 30a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

CSQQeRX IRcSRWMWXeRc]ǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L786-L796ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe JSVQYPa deWcVMbed b] XLe cSQQeRX MW RSX [LaX MW MQTPeQeRXed b] XLe WXaXeQeRXW XLaXǧ

WYbcede MX:ǧ

ǧ

The fSVmYla Sf Xhe cSmmeRXW iW defiRed aW: bSVVS[AmSYRX * 10^18 / (10^18 - iRXeVeWXRaXe *ǧ

7884000 * 10^18 / 31536000 / 10^20)ǧ

ǧ

The fSVmYla Sf Xhe imTlemeRXaXiSR iW defiRed aW: bSVVS[AmSYRX * 10^18 / (10^18 - (iRXeVeWXRaXe *ǧ

iRiXialLSaRDYVaXiSR * 10^18 / (31536000 * 10^20)))ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX XLSWe X[S WeKQeRXW aVe OeTX MR W]Rc.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 31a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

URVeacLabPe SXaXeQeRXWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L821-L823ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `MRXeVRaP` JYRcXMSR `_bSVVS[OVTVade` MW WSPeP] MRZSOed MR X[S MRWXaRceW, bSXL SJ [LMcL LaZe aǧ

RSR-^eVS ZaPYe WeX MR XLe WecSRd TSWMXMSR SJ XLe `WeRXAddVeWWeW` aVVa]. TLMW QeaRW XLaX XLeǧ

PMROed cSde WeKQeRX WLSYPd be SQMXXed aW MX [MPP ReZeV e\ecYXe.ǧ

ǧ

TLMW aTTeaVW XS be PeJXSZeV cSde beJSVe žXLMW aWWMKRQeRXž [aW MRXVSdYced.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 32a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX TeVRaV] OTeVaXSVǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRTSOeRLSKMcSXaRdaVd.

WSP: L845-L847,ǧ

L856-L858ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe XeVRaV] STeVaXSV MR eWWeRce YXMPM^eW XLe VeWYPX SJ MXW cSRdMXMSRaP eZaPYaXMSR aRd aW WYcL, XLeǧ

cSRdMXMSRaP eZaPYaXMSR caR be YXMPM^ed dMVecXP].ǧ

ǧ

AddMXMSRaPP], aW MX MW YXMPM^ed X[Mce MXW eZaPYaXMSR cSYPd be WXSVed XS aR MR-QeQSV] `bSSP` ZaVMabPe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS WXSVe XLe ZaPYe SJ XLe e\TVeWWMSR `[MXLdVa[AQSYRX != 0` MRXS a `bSSP`ǧ

ZaVMabPe aRd YWe XLMW ZaVMabPe MRWXead SJ XLe XeVRaV] STeVaXSVW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 33a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IRe\MWXeRX EVVSV CSdeWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L903-L905ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

EVVSV QeWWaKeW/cSdeW aVe eWWeRXMaP JSV debYKKMRK.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

AW eVVSV cSdeW aVe YXMPM^ed XLVSYKLSYX XLe cSdebaWe, [e adZMWe XLaX eVVSV cSdeW aVe aPWS addedǧ

XS XLe PMROed cSde WeKQeRXW MRWXead SJ eQTX] WXVMRKW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 34a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IReJJMcMeRX `MJ` BPScOǧ

OTXMQM^aXMSRǧ

& VSPaXMPeǧ

CSdeǧ

IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L1061-L1064ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed `MJ` bPScO WLSYPd MRWXead be QSZed MRWMde XLe `ePWe` cPaYWe SJ XLe WYbcedMRK `MJ ePWe`ǧ

cSde bPScO aW XLe eZaPYaXMSR SJ `YXMPRaXe > 90 eXLeV` XS `XVYe` MW MQTSWWMbPe MJ `YXMPRaXe < 80 eXLeV`ǧ

MW `XVYe`.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 35a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

TSXaP `S[ReV` CSRXVSPǧ

OTXMQM^aXMSRǧ

& VSPaXMPeǧ

CSdeǧ

IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L1211-L1248ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed JYRcXMSR MQTPeQeRXaXMSR aPPS[W XLe `S[ReV` SJ XLe cSRXVacX XS acX SR beLaPJ SJ MXǧ

aVbMXVaVMP], M.e. XVaRWJeV MXW JYPP XSOeR baPaRce.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS caVeJYPP] eZaPYaXe MJ ReceWWMX] SJ WYcL a ceRXVaPM^ed JYRcXMSR MWǧ

ReceWWaV].ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

46ǧ



ǧ

ǧ

Exhibit 36a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

URcSRZeRXMSRaP NaQMRK CSRZeRXMSRǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcSXaRdaVd.

WSP: L1004ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed JYRcXMSR MW a `TYbPMc` KeXXeV JYRcXMSR ]eX MX MW TVeJM\ed [MXL aR YRdeVWcSVe (`_`)ǧ

MRdMcaXMRK XLaX MX MW aR `MRXeVRaP` JYRcXMSR. IXW STXMQYQ ZMWMbMPMX] WTecMJMeV WLSYPd be aWWeWWed aRdǧ

deJMRed.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS JSPPS[ XLe WXaRdaVd SSPMdMX] RaQMRK cSRZeRXMSRW SV VeZMWe XLe ZMWMbMPMX]ǧ

WTecMJMeV.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe ZMWMbMPMX] WTecMJMeV SJ XLe `_WYTTP]IRXeVeWXRaXe` JYRcXMSR XSǧ

`MRXeVRaP`.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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ǧ

Exhibit 37a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IRe\MWXeRX EVVSV CSdeWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
LSaRTSOeRLSKMcWeXL.WSP:ǧ

L84ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

EVVSV QeWWaKeW/cSdeW aVe eWWeRXMaP JSV debYKKMRK.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

AW eVVSV cSdeW aVe YXMPM^ed XLVSYKLSYX XLe cSdebaWe, [e adZMWe XLaX eVVSV cSdeW aVe aPWS addedǧ

XS XLe PMROed cSde WeKQeRXW MRWXead SJ eQTX] WXVMRKW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 38a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

LMXeVaP XS `cSRWXaRX`ǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRTSOeRSeXXMRKW.WSP:ǧ

L34-L38ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed PMXeVaPW caR be WaJeP] WeX XS `cSRWXaRX` cSRXVacX-PeZeP ZaVMabPeW aW XLeMV aWWMKRQeRXǧ

aRd WYbWeUYeRX YXMPM^aXMSR MW VeTPaced [MXL XLeMV PMXeVaP ZaPYe [MXLMR XLe cSdebaWe b] XLeǧ

cSQTMPeV, QeaRMRK XLaX YWMRK a `cSRWXaRX` ZaVMabPe aRd a ZaPYe PMXeVaP aVe JYRcXMSRaPP] eUYMZaPeRXǧ

[MXL XLe JSVQeV beMRK JaV QSVe VeadabPe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe ZaVMabPeW XS `cSRWXaRX` SReW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

49ǧ



ǧ

Exhibit 39a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX IQTPeQeRXaXMSRWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRTSOeRSeXXMRKW.WSP:ǧ

L51-L87ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `VecSZeVEXLeV` aRd `VecSZeVTSOeR` MQTPeQeRXaXMSRW aVe VedYRdaRX aW žXLe `YTdaXeSeXXMRKW`ǧ

JYRcXMSRž SJ `LSaRTSOeRLSKMcSXaRdaVd` aPPS[W XLe `S[ReV` XS caVV] SYX XLe e\acX WaQeǧ

JYRcXMSRaPMX] b] WeXXMRK XLe aTTVSTVMaXe TaVaQeXeVW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRWǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

50ǧ
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ǧ

Exhibit 40a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX `VeUYMVe` aRd `SaJeMaXL`ǧ

UXMPM^aXMSRWǧ
OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRTSOeRSeXXMRKW.WSP:ǧ

L95, L100ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe TaMVed cSde WeKQeRXW (ZMa aR aQTeVWaRd `&`) WLS[caWe `VeUYMVe` WXaXeQeRXW XLaX cSQTaVeǧ

X[S ZaPYeW XLaX aVe WYbWeUYeRXP] YXMPM^ed MR a `SaJeMaXL` STeVaXMSR [LeVe XLe e\acX WaQeǧ

cSRdMXMSRaP MW eZaPYaXed MR.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX `VeUYMVe` WXaXeQeRXW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS VeQSZe XLe VedYRdaRX cSde SJ XLe `VeUYMVe` WXaXeQeRX.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 41a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

LMXeVaP XS `cSRWXaRX`ǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRTSOeRSeXXMRKWLS[eV

AdQMR.WSP: L21-L24,ǧ

L128-L129ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed PMXeVaPW caR be WaJeP] WeX XS `cSRWXaRX` cSRXVacX-PeZeP ZaVMabPeW aW XLeMV aWWMKRQeRXǧ

aRd WYbWeUYeRX YXMPM^aXMSR MW VeTPaced [MXL XLeMV PMXeVaP ZaPYe [MXLMR XLe cSdebaWe b] XLeǧ

cSQTMPeV, QeaRMRK XLaX YWMRK a `cSRWXaRX` ZaVMabPe aRd a ZaPYe PMXeVaP aVe JYRcXMSRaPP] eUYMZaPeRXǧ

[MXL XLe JSVQeV beMRK JaV QSVe VeadabPe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe ZaVMabPeW XS `cSRWXaRX` SReW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 42a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

 MaKMc NYQbeVWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRTSOeRSeXXMRKWLS[eV

AdQMR.WSP: L71, L113,ǧ

L114ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed QaKMc RYQbeVW WLSYPd be WeX aW `cSRWXaRX` aRd `MRXeVRaP` cSRXVacX ZaVMabPeW [MXL aǧ

WePJ-e\TPaRaXSV] ZaVMabPe RaQe aW [ePP aW accSQTaR]MRK cSQQeRXW [LeR ReceWWaV]. TLMW X]Teǧ

SJ decPaVaXMSR MW JYRcXMSRaPP] eUYMZaPeRX XS XLe cYVVeRX MQTPeQeRXaXMSR aW `cSRWXaRX` ZaVMabPeWǧ

XLaX aVe `MRXeVRaP` SV `TVMZaXe` aVe WMQTP] VeTPaced MR XLe cSdebaWe [MXL XLeMV PMXeVaP ZaPYe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ addW TVSTeV dScYQeRXaXMSR WTecMJ]MRK XLe TYVTSWe SJ XLe PMROed RYQbeVW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add deWcVMTXMZe `cSRWXaRX` ZaVMabPe RaQeW aRd MR-PMRe cSQQeRXW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 43a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IdeRXMcaP FYRcXMSRWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRTSOeRSeXXMRKWLS[eV

AdQMR.WSP: L38-L80ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

AW XLe PMROed JYRcXMSRW aVe MdeRXMcaP, XLe] cSYPd YXMPM^e a WMRKPe `MRXeVRaP` JYRcXMSR XLaX acceTXWǧ

e\XVa aVKYQeRXW TaWWed MR b] XLe WaMd JYRcXMSRW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde aRd MQTPeQeRX XLe WMRKPe JYRcXMSR, aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS VeQSZe VedYRdaRX cSde aRd MQTPeQeRX a WMRKPe JYRcXMSR, aW deWcVMbed.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 44a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IRe\MWXeRX EVVSV CSdeWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
LSaRTSOeRSeXXMRKWLS[eV

AdQMR.WSP: L113-L114ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

EVVSV QeWWaKeW/cSdeW aVe eWWeRXMaP JSV debYKKMRK.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

AW eVVSV cSdeW aVe YXMPM^ed XLVSYKLSYX XLe cSdebaWe, [e adZMWe XLaX eVVSV cSdeW aVe aPWS addedǧ

XS XLe PMROed cSde WeKQeRXW MRWXead SJ eQTX] WXVMRKW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 45a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

URWaRMXM^ed IRTYXǧ VSPaXMPe CSdeǧ IRJSVQaXMSRaPǧ
LSaRTSOeRSeXXMRKWLS[eV

AdQMR.WSP: L103-L120ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `_PS[` TVeJM\ed ZaVMabPeW SJ eacL MRTYX WLSYPd VeWTecXMZeP] be PS[eV XLaR MXW RSR-TVeJM\edǧ

MRTYX, LS[eZeV XLMW MW RSX WaRMXM^ed / cLecOed [MXLMR XLe JYRcXMSR.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX XLe cSVVeWTSRdMRK `VeUYMVe` cLecOW aVe MQTSWed.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 46a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

MaKMc NYQbeVWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
SXaXe.WSP: L48, L52, L56,ǧ

L63, L65, L73, L75ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed QaKMc RYQbeVW caR be STXMQM^ed b] WeXXMRK XLe ZaPYe SJ `10**18` MXWePJ XS a PMXeVaPǧ

VeTVeWeRXMRK "100%" aRd WYbWeUYeRXP] QYPXMTP]MRK XLMW ZaPYe b] JVacXMSRaPW. IR SSPMdMX],ǧ

e\TVeWWMSRW PMOe `0.2 * 10**18` aVe TSWWMbPe aRd TVSTeVP] eZaPYaXe aW XLe] aVe VeTPaced [MXL XLeMVǧ

ZaPYe PMXeVaP b] XLe SSPMdMX] cSQTMPeV, WS `15 * 10**16` MW QYcL beXXeV PeKMbPe aW `0.15 *ǧ

PERCENTAGE_MULTIPLIER` SV WSQeXLMRK WMQMPaV.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ addW TVSTeV dScYQeRXaXMSR WTecMJ]MRK XLe TYVTSWe SJ XLe PMROed RYQbeVW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add deWcVMTXMZe `cSRWXaRX` ZaVMabPe RaQeW aRd MR-PMRe cSQQeRXW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 47a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IReJJMcMeRX `WXVYcX` La]SYXǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRSXVYcX.WSP: L14,ǧ

L17-18ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe JMVWX PMROed ZaVMabPe cSYPd be QSZed XS XLe bSXXSQ SJ XLe `WXVYcX` decPaVaXMSR XS beǧ

XMKLXP]-TacOed [MXL aRSXLeV `addVeWW` ZaVMabPe, VedYcMRK XLe XSXaP WTace VeUYMVed b] XLe `WXVYcX`ǧ

b] SRe JYPP [SVd (256-bMX) WPSX.ǧ

ǧ

TLe PaXXeV X[S PMROed ZaVMabPeW caR be VedYced MR TVecMWMSR aW XLe] aVe QeaRX XS VeTVeWeRX a YRM\ǧ

XMQeWXaQT aRd eZeR cSRXeQTSVaV] W]WXeQW YXMPM^e 64-bMX TVecMWMSR JSV VeTVeWeRXMRK XLeQ,ǧ

QeaRMRK 128-bMXW SJ TVecMWMSR [SYPd be WYJJMcMeRX. TLMW [SYPd SRce aKaMR VedYce XLe XSXaP WTaceǧ

VeUYMVed b] XLe `WXVYcX` b] SRe JYPP [SVd (256-bMX) WPSX.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO, aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 48a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

PSXeRXMaPP] MMWPeadMRK CSQQeRXWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
LSaROTeRMRKWEZeRXW.WSP:ǧ

L11, L26, L42ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cSQQeRX PMReW MRcPYded abSZe VeJeV XS XLe XSTMc SJ eacL `eZeRX` XLaX WYbcedeW XLeQ,ǧ

LS[eZeV XLMW LaWL [MPP cLaRKe WLSYPd aR] SJ XLe ZaVMabPe X]TeW SV XLe `eZeRX` RaQe MXWePJ aVeǧ

cLaRKed. TLeWe X]TeW SJ ZaPYeW aVe beXXeV caPcYPaXed b] e\XeVRaP cSde TSWX-cSQTMPaXMSR VaXLeVǧ

XLa MRcPYded aW cSQQeRXW WMRce XLe] Qa] RSX be YT XS daXeǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe YRReceWWaV] cSQQeRXW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS VeQSZe YRReceWWaV] cSde.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 49a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX `MRde\ed` VaVMabPeǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ PVMceFeedW.WSP: L23ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe ZaVMabPe `MWPaYWed` MW a `bSSP` ZaVMabPe [MXL SRP] X[S TSWWMbPe ZaPYeW. AW WYcL, MX MWǧ

VedYRdaRX XS decPaVe MX aW aR `MRde\ed` eZeRX ZaVMabPe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe XLe `MRde\ed` WTecMJMeV JVSQ XLe `eZeRX` decPaVaXMSR.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 50a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

MaKMc NYQbeVWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ

PVMceFeedW.WSP: L63, L110,ǧ

L167, L209, L218, L223,ǧ

L230, L356, L368, L372,ǧ

L377, L378, L390, L413ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed QaKMc RYQbeVW WLSYPd be WeX aW `cSRWXaRX` aRd `MRXeVRaP` cSRXVacX-PeZeP ZaVMabPeWǧ

[MXL a WePJ-e\TPaRaXSV] ZaVMabPe RaQe aW [ePP aW accSQTaR]MRK cSQQeRXW [LeR ReceWWaV].ǧ

TLMW X]Te SJ decPaVaXMSR MW JYRcXMSRaPP] eUYMZaPeRX XS XLe cYVVeRX MQTPeQeRXaXMSR aW `cSRWXaRX`ǧ

ZaVMabPeW XLaX aVe `MRXeVRaP` SV `TVMZaXe` aVe WMQTP] VeTPaced MR XLe cSdebaWe [MXL XLeMV PMXeVaPǧ

ZaPYe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ addW TVSTeV dScYQeRXaXMSR WTecMJ]MRK XLe TYVTSWe SJ XLe PMROed RYQbeVW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add deWcVMTXMZe `cSRWXaRX` ZaVMabPe RaQeW aRd MR-PMRe cSQQeRXW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 51a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IRcSRWMWXeRX EXLeV CLecOWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
PVMceFeedW.WSP: L130,ǧ

L269ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `aQSYRXIREXL` JYRcXMSR cLecOW [LeXLeV XLe `XSOeRAddVeWW` VeTVeWeRXW EXLeV b] cSQTaVMRKǧ

MX [MXL XLe `[eXLTSOeR` addVeWW, ]eX XLe cSRdMXMSRaP SR `KeXFaWXGaWPVMce` addMXMSRaPP] cLecOW XLeǧ

ZaPYe aKaMRWX XLe ^eVS addVeWW.ǧ

ǧ

TLMW MW aPWS eZMdeRX MR XLe `cSRWXVYcXSV` SJ XLe cSRXVacX.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

PVSTeV "EXLeV" addVeWW LaRdPMRK WLSYPd be MQTPeQeRXed acVSWW XLe bSaVd.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 52a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

`MJ` BPScO OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
PVMceFeedW.WSP:ǧ

L226-L239ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `MJ` bPScO caR be STXMQM^ed [LeVeb] XLe `ePWe` cPaYWe MW dVSTTed eRXMVeP] aRd XLe WXaXeQeRXWǧ

[MXLMR XLe `MJ` cPaYWe WMQTP] aWWMKR XLe VeWYPX SJǧ

`cSPPaXeVaPTSLSaRAQSYRX.WYb(PSaRAQSYRX).QYP(10**20).dMZ(PSaRAQSYRX)` XS `cYVVeRXMaVKMR`,ǧ

aW XLe JYRcXMSR cSRXaMRW RaQed VeXYVR ZaVMabPeW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO, aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 53a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IdeRXMcaP CSde BPScOWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
PVMceFeedW.WSP:ǧ

L347-L369ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed cSde bPScOW cSYPd MRWXead YXMPM^e a WMRKPe `MRXeVRaP` JYRcXMSR JSVǧ

eaWe-SJ-QaMRXaMRabMPMX] aW [ePP aW cSde VeadabMPMX].ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde aRd MQTPeQeRX XLe WMRKPe JYRcXMSR, aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 54a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

URdScYQeRXed LMXeVaPǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ PVMceFeedW.WSP: L412ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `TVMceFeedW` SJ `addVeWW(1)` MW QeaRX XS VeTVeWeRX `KaWPVMce`, ]eX XLMW VeQaMRWǧ

YRdScYQeRXed XLVSYKLSYX XLe cSdebaWe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

 A VePeZaRX `cSRWXaRX` JSV XLe addVeWW WLSYPd be WeX aPSRK [MXL dScYQeRXaXMSR WYVVSYRdMRK MX.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add deWcVMTXMZe `cSRWXaRX` ZaVMabPe RaQeW aRd MR-PMRe cSQQeRXW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 55a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

LSST OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
ERYQeVabPeB]XeW32SeX.WS

P: L141-L143ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

IRWXead SJ WXaVXMRK XLe PSST aX `0` aRd TeVJSVQMRK aR addMXMSR SR eacL MXeVaXMSR [/ `WXaVX`, MX MWǧ

TSWWMbPe XS WMQTP] WXaVX XLe PSST JVSQ `WXaVX`, cLaRKe XLe cSRdMXMSRaP XS PeWW-XLaR `eRd` aRdǧ

YXMPM^e `M` dMVecXP].ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS MQTPeQeRX XLe PSST aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 56a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

MaKMc NYQbeVWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
FeeWHePTeV.WSP: L27, L39,ǧ

L132, L134ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed QaKMc RYQbeVW WLSYPd be WeX aW `cSRWXaRX` aRd `MRXeVRaP` cSRXVacX-PeZeP ZaVMabPeWǧ

[MXL a WePJ-e\TPaRaXSV] ZaVMabPe RaQe aW [ePP aW accSQTaR]MRK cSQQeRXW [LeR ReceWWaV].ǧ

TLMW X]Te SJ decPaVaXMSR MW JYRcXMSRaPP] eUYMZaPeRX XS XLe cYVVeRX MQTPeQeRXaXMSR aW `cSRWXaRX`ǧ

ZaVMabPeW XLaX aVe `MRXeVRaP` SV `TVMZaXe` aVe WMQTP] VeTPaced MR XLe cSdebaWe [MXL XLeMV PMXeVaPǧ

ZaPYe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ addW TVSTeV dScYQeRXaXMSR WTecMJ]MRK XLe TYVTSWe SJ XLe PMROed RYQbeVW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add deWcVMTXMZe `cSRWXaRX` ZaVMabPe RaQeW aRd MR-PMRe cSQQeRXW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 57a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

URVedeeQed FeeWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
FeeWHePTeV.WSP: L27, L39,ǧ

L132, L134ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

SLSYPd XLe TVMce Jeed WXST JYRcXMSRMRK cSVVecXP], XLe YWaKe SJ XLe PS[-PeZeP `WXaXMccaPP` aRdǧ

cSRWeUYeRX `aWWeQbP]` bPScO [SYPd VeRdeV JeeW YRVedeeQabPe dYVMRK XLMW TeVMSd.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

AW XLMW aTTeaVW XS be MRXeRded, XLe cSRWeUYeRceW SJ XLMW WLSYPd be caVeJYPP] eZaPYaXed aRdǧ

e\TPaMRed MR XLe WYVVSYRdMRK dScYQeRXaXMSR.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 58a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

MaKMc NYQbeVWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ IRXeVeWXUWeV.WSP: L29, L59ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed QaKMc RYQbeVW WLSYPd be WeX aW `cSRWXaRX` aRd `MRXeVRaP` cSRXVacX-PeZeP ZaVMabPeWǧ

[MXL a WePJ-e\TPaRaXSV] ZaVMabPe RaQe aW [ePP aW accSQTaR]MRK cSQQeRXW [LeR ReceWWaV].ǧ

TLMW X]Te SJ decPaVaXMSR MW JYRcXMSRaPP] eUYMZaPeRX XS XLe cYVVeRX MQTPeQeRXaXMSR aW `cSRWXaRX`ǧ

ZaVMabPeW XLaX aVe `MRXeVRaP` SV `TVMZaXe` aVe WMQTP] VeTPaced MR XLe cSdebaWe [MXL XLeMV PMXeVaPǧ

ZaPYe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ addW TVSTeV dScYQeRXaXMSR WTecMJ]MRK XLe TYVTSWe SJ XLe PMROed RYQbeVW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add deWcVMTXMZe `cSRWXaRX` ZaVMabPe RaQeW aRd MR-PMRe cSQQeRXW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 59a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FSVQYPa IRcSRWMWXeRc]ǧ VSPaXMPe CSdeǧ MMRSVǧ
LMUYMdaXMSRHePTeV.WSP:ǧ

L33-L49, L54-L62ǧ

ǧ

[MINOR] DIWGVMTXMSR:ǧ

TLe PMROed cSde WeKQeRXW cSRXaMR QaXLeQaXMcaP JSVQYPa MQTPeQeRXaXMSRW MR TWeYdS-cSde MRǧ

cSQQeRXW aW [ePP aW MR acXYaP SSPMdMX] WXaXeQeRXW. TLeVe aTTeaV XS be dMWcVeTaRcMeW beX[eeRǧ

XLe TWeYdS-cSde MQTPeQeRXaXMSRW aRd XLe acXYaP MQTPeQeRXaXMSRW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX XLeWe dMWcVeTaRcMeW aVe TVSTeVP] eZaPYaXed M.e. `(deWMVedMaVKMR - 0.05)` MWǧ

acXYaPP] cSRdYcXed b] WYbXVacXMRK `MRceRXMZePeVceRX` MRWXead SJ a ZaPYe PMXeVaP.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 60a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

`VeZeVX` XS `VeUYMVe`ǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
S[aTWIQTPK]beV.WSP:ǧ

L41-L70ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed `MJ` bPScO cSRXaMRW aR `ePWe` WXaXeQeRX XLaX WMQTP] `VeZeVX`W.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX XLe `MJ` cSRdMXMSRaP MW MRWXead e\ecYXed aW a `VeUYMVe` WXaXeQeRX XLYW VeQSZMRKǧ

XLe ReceWWMX] SJ aR `MJ` bPScO.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 61a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IReJJMcMeRX E\TVeWWMSRWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
S[aTWIQTPK]beV.WSP: L49,ǧ

L51, L57, L66, L75ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe VeWYPXW SJ `IERC20(WSYVceTSOeRAddVeWW)` aRd `addVeWW(XLMW)` cSYPd MRWXead be WXSVed XSǧ

MR-QeQSV] ZaVMabPeW XS aMd MR XLe PeKMbMPMX] SJ XLe cSdebaWe aRd VeRdeV dYTPMcaXe VeadW JVSQǧ

QeQSV] VedYRdaRX.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 62a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

PSXeRXMaPP] DaRKeVSYW APPS[aRceǧ VSPaXMPe CSdeǧ IRJSVQaXMSRaPǧ
S[aTWIQTPK]beV.WSP:ǧ

L50-L55ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

AR YRPMQMXed aPPS[aRce MW KeReVaPP] cSRWMdeVed MPP-TVacXMce [LeR deaPMRK [MXL YWeV JYRdW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX XLMW bPScO MW MRWXead VeZaQTed XS WeX a TVecMWe aPPS[aRce XS XLe K]beV cSRXVacX.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 63a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

NeWXed XS SMRKPe CSRdMXMSRaPǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
S[aTWIQTPK]beV.WSP:ǧ

L72-L80ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe ReWXed `MJ` bPScOW caR MRWXead be cSRZeVXed XS a WMRKPe `MJ` bPScO [MXL a NSMRX (`&&`)ǧ

cSRdMXMSRaP.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 64a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FYRcXMSR OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
S[aTWIQTPK]beV.WSP:ǧ

L83-L120ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe JYRcXMSR `MRXeVRaPE\TecXedRaXe` caR be STXMQM^ed b] e\TPMcMXP] RaQMRK XLe VeXYVR ZaVMabPe XSǧ

`e\TecXedRaXe` caYWMRK MXW deJaYPX ZaPYe XS be `0`. TLMW [SYPd, MR XYVR, VeUYMVe a WMRKPe `MJ ePWe`ǧ

cSRdMXMSRaP [MXL XLe JMVWX cSRdMXMSR VeQaMRMRK aW MW (`WSYVceTSOeRAddVeWW ==ǧ

deWXTSOeRAddVeWW`) aRd XLe `ePWe-MJ` cSRdMXMSR becSQMRK `WSYVceTSOeRAQSYRX != 0`.ǧǧ

ǧ

LaWXP], XLe `aWWeQbP]` bPScO caR be STXMQM^ed b] WMQTP] MRXVSdYcMRK aR `MJ` cSRdMXMSRaP XLaXǧ

QaOeW WYVe `VeWYPX` MW `XVYe` aRd WYbWeUYeRXP] e\ecYXeW XLe `aWWeQbP]` WXaXeQeRXǧ

`e\TecXedRaXe := QPSad(add(daXa, 32))`.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 65a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

CSRdMXMSRaP OVdeVǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
S[aTWIQTPK]beV.WSP:ǧ

L157-L159ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed cSRdMXMSRaP cLecO caR be QSZed beJSVe XLe QYPXMTPMcaXMSR aRd dMZMWMSR XLaX TVecedeWǧ

MX, aW XLe QYPXMTPMcaXMSR MW dSRe [MXL XLe ZaPYe SJ `bYJJeVMYPXMTPMeV` [LMcL MW KYaVaRXeed XS ]MePd aǧ

ZaPYe dMJJeVeRX XLaR SRe [LeR dMZMded b] `10**20` aRd QYPXMTPMed b] aR] ZaPYe dMJJeVeRX XLaR `0`.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 66a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FYRcXMSR VMWMbMPMXMeWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
S[aTWIQTPK]beV.WSP:ǧ

L24-L33, L83-L89ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe JYRcXMSRW `MRXeVRaPS[aT` aRd `MRXeVRaPE\TecXedRaXe` aVe decPaVed aW `TYbPMc` deWTMXe [LaXǧ

XLeMV RaQMRK cSRZeRXMSR MQTPMeW.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX eMXLeV XLeMV ZMWMbMPMX] SV RaQMRK cSRZeRXMSR MW aQeRded TVSTeVP].ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe RaQeW SJ XLe JYRcXMSRW JVSQ `MRXeVRaPS[aT` aRdǧ

`MRXeVRaPE\TecXedRaXe` XS `de\S[aT` aRd `de\E\TecXedRaXe` VeWTecXMZeP].ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 67a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

CSRdMXMSRaP OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ S[aTWUWeV.WSP: L90-L93ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed `MJ` aRd cSRWeUYeRX `VeUYMVe` WXaXeQeRXW caR be STXMQM^ed MRXS aR `ePWe` bVaRcL XLaXǧ

cSRXaMRW XLe `VeUYMVe` WXaXeQeRX aW WLSYPd XLe `MJ` cSRdMXMSRaP eZaPYaXe XS `XVYe` XLe `VeUYMVe`ǧ

WXaXeQeRX [MPP TaWW YRdeV aPP cMVcYQWXaRceW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO, aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 68a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

`VeZeVX` XS `VeUYMVe`ǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
S[aTWUWeV.WSP:ǧ

L127-L157ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed `MJ` bPScO cSRXaMRW aR `ePWe` WXaXeQeRX XLaX WMQTP] `VeZeVX`W.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX XLe `MJ` cSRdMXMSRaP MW MRWXead e\ecYXed aW a `VeUYMVe` WXaXeQeRX XLYW VeQSZMRKǧ

XLe ReceWWMX] SJ aR `MJ` bPScO.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 69a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

CSQQeRXed OYX CSdeǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
S[aTWUWeV.WSP:ǧ

L134-L156ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe YWeJYPReWW SJ XLe cSQQeRXed SYX cSde WLSYPd be eZaPYaXed aRd, WLSYPd XLe cSde bPScO beǧ

cSRWMdeVed RS PSRKeV ReceWWaV].ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe XLe cSQQeRXW XS aZSMd aR] X]Te SJ cSRJYWMSR JVSQ XLe VeadeVW SJǧ

XLe cSdebaWe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS VeQSZe YRReceWWaV] cSQQeRXW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

80ǧ



ǧ

Exhibit 70a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

SXVMcX CSRdMXMSRaPǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ S[aTWUWeV.WSP: L161ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed cSRdMXMSRaP MW accSQTaRMed b] a cSQQeRX XLaX WXaXeW `"aPP SJ ZaPW[0]ǧ

(QMRSSYVceTSOeRAQSYRX) QYWX be WTeRX"` [LMPWX XLe `VeUYMVe` cSRdMXMSRaP cSRdYcXW a WXVMcXǧ

eUYaPMX].ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLMW cSQTaVMWSR XS MRWXead becSQe a KVeaXeV-XLaR-SV-eUYaP (`>=`) cSQTaVMWSR.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS cLaRKeW [eVe Qade XS XLe cSdebaWe, bYX XLe XeaQ STXed XS add deWcVMTXMZe MRPMRe-cSQQeRXWǧ

aW XS [L] XLMW TVScedYVe VeQaMRed YRcLaRKed.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 71a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

PSXeRXMaPP] IRcSVVecX EVVSV MeWWaKeǧ VSPaXMPe CSdeǧ IRJSVQaXMSRaPǧ S[aTWUWeV.WSP: L93ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe eVVSV QeWWaKe WXaXeW XLaX `"WSYVceAQSYRX PaVKeV XLaR Qa\"` [LMPWX XLe ZaPYeW XLaX aVeǧ

cLecOed aVe XLe QMRMQYQ aRd Qa\MQYQ `SSYVceTSOeRAQSYRX`W.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS add QSVe deWcVMTXMZe eVVSV QeWWaKeW.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe eVVSV QeWWaKe SJ XLe `VeUYMVe` WXaXeQeRX.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 72a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

DYTPMcaXe CSRdMXMSRaPWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

S[aTWUWeV.WSP: L100,ǧ

L104, L120, L158, L162,ǧ

L171ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed cSRdMXMSRaP WXaXeQeRXW aVe eZaPYaXed QYPXMTPe XMQeW [LeR XLe] caR be eZaPYaXedǧ

SRce aRd acceWWed JVSQ QeQSV] ZaVMabPeW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde, aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 73a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX `SaJeMaXL` UXMPM^aXMSRWǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
S[aTWUWeV.WSP:ǧ

L163-L164, L179-L180ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed QaXLeQaXMcaP WXaXeQeRXW caR be WaJeP] cSRdYcXed YWMRK XLeMV "Va[" cSYRXeVTaVXW aWǧ

XLe] baWMcaPP] SJJWeX XLe aPVead]-WaJeP]-cSRdYcXed QaXLeQaXMcaP STeVaXMSRW MR XLe TVecedMRK ž`MJ`ǧ

bPScOž.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/swaps/SwapsUser.sol%23L100-L124
https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/swaps/SwapsUser.sol%23L100-L124


ǧ

Exhibit 74a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

`aWWeQbP]` XS SSPMdMX]ǧ

OTXMQM^aXMSRǧ

& LaRKYaKeǧ

STecMJMcǧ

IWWYeǧ

IRJSVQaXMSRaPǧ
S[aTWUWeV.WSP:ǧ

L208-L211ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed `aWWeQbP]` bPScO VeadW XLe ZaPYeW JVSQ XLe VeXYVRed `b]XeW QeQSV]` aRd aWWMKRWǧ

XLeQ XS XLe VeXYVR ZaVMabPeW.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS YWe XLe JYRcXMSR `decSde` SJ XLe žKPSbaPP] aZaMPabPe `abM`ž [LMcL caR beǧ

YXMPM^ed MRWXead [LMcL MW QSVe ZeVbSWe aRd SZeVaPP WaJeV.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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https://solidity.readthedocs.io/en/v0.5.17/units-and-global-variables.html?highlight=abi%23abi-encoding-and-decoding-functions


ǧ

Exhibit 75a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

GeReVaP CSdebaWe CSQQeRXǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ LSaRCPSWMRKW.WSPǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cSdebaWe SJ XLe LSaRCPSWMRKW.WSP cSRXVacX MW MReJJMcMeRX MR MXW YXMPM^aXMSR SJ `WXSVaKe` aRdǧ

`QeQSV]` TSMRXeVW. WLeR a `WXSVaKe` TSMRXeV MW TaWWed aW a `QeQSV]` TSMRXeV, XLe JYPP WXVYcX MWǧ

cSTMed XS `QeQSV]` VedYRdaRXP]. TLe cSdebaWe KSeW XS KVeaX PeRKXLW XS STXMQM^e ceVXaMRǧ

WXaXeQeRXW, M.e. RSX TeVJSVQ addMXMSRW [MXL XLe ZaVMabPe `0` aX aPP, ]eX cSRdYcXW LMKL-KaWǧ

MReJJMcMeRcMeW WYcL aW YXMPM^MRK XLe `WXSVaKe` TSMRXeVW SJ PSaR WXVYcXW aW `QeQSV]` MR XLeǧ

`_cLecOAYXLSVM^ed` aRd `_dSCSPPaXeVaPS[aT` JYRcXMSRW.ǧ

ǧ

AddMXMSRaPP], dYTPMcaXe cSRdMXMSRaPW aVe Ve-eZaPYaXed RYQeVSYW XMQeW XLVSYKLSYX ceVXaMRǧ

JYRcXMSRW WYcL aW `_cPSWeWMXLS[aT`, [LeVe žXLMW cSRdMXMSRaPž cSYPd be cLaRKed XS aǧ

KVeaXeV-XLaR-SV-eUYaP (`>=`) cSRdMXMSRaP XLaX MW WYbWeUYeRXP] WXSVed MR QeQSV] aRd YXMPM^ed MRǧ

L489 aRd L490 aW [ePP.ǧ

ǧ

SXSVaKe Vead dYTPMcaXMSRW aPWS SccYV MR XLe cSdebaWe, [LeVeb] a ZaVMabPe MW Vead JVSQ XLeǧ

`WXSVaKe` TSMRXeV QYPXMTPe XMQeW MR XLe cSdebaWe [LMPWX MX cSYPd LaZe beeR Vead SRce aRd WXSVedǧ

XS aR MR-QeQSV] ZaVMabPe WYcL aW XLe IDW SJ PSaRW. APP XLe aJSVeQeRXMSRed TSMRXW WMKRMJMcaRXP]ǧ

aJJecX XLe SZeVaPP KaW cSWX SJ XLe JYRcXMSRW.ǧ

ǧ

ǧ

ǧ
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https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/modules/LoanClosings.sol%23L484-L486


ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeZMWe aRd VeWXVYcXYVe XLe cSdebaWe JSV `LSaRCPSWMRKW.WSP`.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 76a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FaPPbacO PaVadMKQǧ

LaRKYaKeǧ

STecMJMcǧ

IWWYe &ǧ

OTXMQM^aXMSRǧ

IRJSVQaXMSRaPǧ
LSaRCPSWMRKW.WSP:ǧ

L29-L33ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cYVVeRX JaPPbacO JYRcXMSR MQTPeQeRXaXMSR `VeZeVX`W XS TVeZeRX aR] X]Te SJ EXLeVeYQ XVaRWJeVǧ

XS XLe cSRXVacX. TLMW TaVadMKQ [aW deTPS]ed žTVe-Z0.4.0ž becaYWe a cSRXVacX [SYPd be abPe XSǧ

VeceMZe aRd eWWeRXMaPP] PScO EXLeVeYQ aW TaVX SJ VeKYPaV XVaRWJeVW.ǧ

ǧ

AJXeV Z0.4.0, a cSRXVacX aYXSQaXMcaPP] XLVS[W MJ RS JaPPbacO JYRcXMSR MW TVSZMded aRd aW WYcL XLeǧ

PMROed cSde caR WMQTP] be SQMXXed MJ XLe deWMVe MW XS TVeZeRX EXLeV XVaRWJeVW XS XLe cSRXVacX.ǧ

ǧ

TLe [aVRMRK SJ XLe PMROed SSPMdMX] dScW WLSYPd be OeTX MR QMRd [LeVeb] a cSRXVacX MW WXMPP abPe XSǧ

VeceMZe EXLeV eMXLeV JVSQ a `WePJdeWXVYcX` STeVaXMSR SV a bPScO Ve[aVd.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

88ǧ

https://solidity.readthedocs.io/en/v0.5.17/contracts.html%23fallback-function
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Exhibit 77a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

PSXeRXMaP IRcSQTaXMbMPMX] [/ PVS\]ǧ

MSdePǧ
CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ LSaRCPSWMRKW.WSP: L75ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cSRdMXMSRaP cLecO SR XLe PMROed PMRe eRWYVeW XLaX SRP] e\XeVRaPP] S[Red accSYRXW MRZSOe XLeǧ

TaVXMcYPaV JYRcXMSR, LS[eZeV NYdKMRK JVSQ XLe cSdebaWe XLe JYRcXMSR Qa] be MRZSOabPe b] aǧ

TVS\] aRd aW WYcL, XLe `QWK.WeRdeV` Qa] QMWQaXcL XLe `X\.SVMKMR`.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

WLeXLeV XLMW cSRdMXMSRaP JYRcXMSRW aW MRXeRded WLSYPd be eZaPYaXed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS VeQSZe YRReceWWaV] cSde JVSQ XLe cSdebaWe.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

89ǧ
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Exhibit 78a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

CSQQeRXed OYX VaVMabPeǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ
LSaRCPSWMRKW.WSP: L68,ǧ

L80, L110, L125ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

AW [MXL XLe SXLeV JYRcXMSRW [e LaZe MdeRXMJMed MR XLe cSdebaWe XS JSPPS[ a WMQMPaV cSRZeRXMSR, [eǧ

adZMWe XLaX XLe ZaVMabPe MW YRcSQQeRXed aRd TaWWed dMVecXP] XS XLe JYRcXMSR XLaX JSPPS[W MRWXeadǧ

SJ XLe PMXeVaP `""`.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS VeQSZe YRReceWWaV] cSde JVSQ XLe cSdebaWe.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 79a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

`MJ` OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRCPSWMRKW.WSP:ǧ

L172-L178ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed cSde bPScO caR be STXMQM^ed [LeVeb] XLe `MJ-ePWe-MJ-ePWe` cPaYWe MW cSRZeVXed XS aRǧ

`MJ-ePWe` cPaYWe [MXL XLe TVeZMSYWP] XST-PeZeP `ePWe-MJ` cPaYWe beMRK ReWXed [MXLMR aW XLe WXaXeQeRXǧ

SJ žL175ž aRd žL177ž MW e\ecYXed MR bSXL cMVcYQWXaRceW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO, aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

91ǧ

https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/modules/LoanClosings.sol%23L175
https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/modules/LoanClosings.sol%23L177


ǧ

Exhibit 80a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

Race CSRdMXMSRǧ

LaRKYaKeǧ

STecMJMcǧ

IWWYeǧ

MMRSVǧ
LSaRCPSWMRKW.WSP:ǧ

L46-L64ǧ

ǧ

[MINOR] DIWGVMTXMSR:ǧ

TLe PMROed JYRcXMSR MW QeaRX XS PMUYMdaXe a TaVXMcYPaV PSaR aRd XVaRWQMX aR] WeM^ed JYRdW XS XLeǧ

WTecMJMed `VeceMZeV` addVeWW. AW RS JSVQ SJ acceWW cSRXVSP MW MQTSWed aX XLMW TSMRX RSV [MXLMR XLeǧ

`_PMUYMdaXe` JYRcXMSR, aR] TaVX] MW abPe XS PMUYMdaXe PSaRW aX [MPP [MXL XLeQWePZeW deWMKRaXed aWǧ

WeM^ed JYRd VecMTMeRXW aW PSRK aW XLe PSaR MW acXMZe.ǧ

ǧ

TLMW MRXVSdYceW a Vace cSRdMXMSR [LeVeb] aR aXXacOeV MW abPe XS WcaR XLe XVaRWacXMSR QeQTSSPǧ

SJ EXLeVeYQ, MdeRXMJ] a XVaRWacXMSR XLaX MW QeaRX XS PMUYMdaXe a TaVXMcYPaV aWWeX [MXL a LMKLǧ

aQSYRX SJ WeM^ed JYRdW aRd XVaRWQMX aR MdeRXMcaP XVaRWacXMSR XLeQWePZeW [MXL a LMKLeVǧ

XVaRWacXMSR Jee XS QaOe WYVe MX MW e\ecYXed JMVWX.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX XLe ACL PSKMc SJ XLMW JYRcXMSR MW Ve-eZaPYaXed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS VeQSZe YRReceWWaV] cSde JVSQ XLe cSdebaWe.ǧ

ǧ

ǧ

ǧ

92ǧ
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Exhibit 81a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

UWaKe SJ MaKMc NYQbeVǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ LSaRCPSWMRKW.WSP: L258ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `eRdTMQeWXaQT` SJ a `LSaR` MW cSQTaVed aKaMRWX XLe cYVVeRX XMQe aJXeV beMRK WYbXVacXed XLeǧ

ZaPYe SJ `3600`. TLe VaXMSRaPe beLMRd XLMW WYbXVacXMSR WLSYPd be e\TPaMRed MR a cSQQeRX XLaXǧ

TVecedeW XLe PMRe. AddMXMSRaPP], dMJJeVeRX cSde TaXLW e\ecYXe MR caWe XLe cYVVeRX XMQe MW [MXLMRǧ

XLe VaRKe SJ XLe WYbXVacXed `3600`.ǧ

ǧ

TLMW VaRKe WLSYPd MRWXead becSQe a ZaVMabPe aW EXLeVeYQ bPScO XMQeW ZaV] KVeaXP] aRd MR caWeǧ

SJ a WYbWXaRXMaP MRcVeaWe MR dMJJMcYPX], a cLaRKe MR XLe [a] bPScOW aVe TVSdYced SV aR] RYQbeV SJǧ

cSdebaWe cLaRKeW XLaX aVe e\TecXed XS be Qade MR XLe EXLeVeYQ bPScOcLaMR cSYPd aJJecX XLeǧ

[MRdS[ XLMW JYRcXMSR MW e\ecYXabPe MR, MJ aX aPP.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ addW TVSTeV dScYQeRXaXMSR WTecMJ]MRK XLe TYVTSWe SJ XLe PMROed RYQbeV.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS add a deWcVMTXMZe `cSRWXaRX` ZaVMabPe RaQe.ǧ

ǧ

ǧ

ǧ
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Exhibit 82a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

URKVSYTed CaPcYPaXMSRWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ

LSaRCPSWMRKW.WSP:ǧ

L303-L306, L323-L328,ǧ

L943-L949ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

AW `SaJeMaXL` MRZScaXMSRW caR be cLaMRed, XLe PMROed WXaXeQeRXW caR SccYV MR a WMRKPeǧ

aWWMKRQeRX b] cLaMRMRK XLe ZaVMSYW STeVaXMSRW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO, aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 83a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

TMQe URMXW & MaKMc NYQbeVWǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ

LSaRCPSWMRKW.WSP: L257,ǧ

L291, L300, L310, L315,ǧ

L327ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

OZeVaPP, QaKMc RYQbeVW WLSYPd be WXSVed MR XLe JSVQ SJ `cSRWXaRX` cSRXVacX ZaVMabPeW aW XLeǧ

KeReVaXed b]XecSde [SYPd be eUYMZaPeRX XS MXW cYVVeRX WXaXe aRd WMQTP] aMd MR XLe PeKMbMPMX] SJ XLeǧ

cSdebaWe. AW XLe PSaRW VeP] SR QYPXMTPe XMQe-baWed cSRceTXW, MX [SYPd be [MWe XS MRWXead YWeǧ

XLe [XMQeǧ

YRMXW](LXXTW://WSPMdMX].VeadXLedScW.MS/eR/Z0.5.17/YRMXW-aRd-KPSbaP-ZaVMabPeW.LXQP#XMQe-YRMXW)ǧ

VeadMP] aZaMPabPe b] SSPMdMX] XS KVeaXP] aMd MR XLe PeKMbMPMX] SJ XLe cSdebaWe.ǧ

ǧ

We WLSYPd RSXe XLaX decMQaP deRSQMRaXMSRW aVe aPWS acceTXabPe M.e. `30.45 da]W` aW XLeǧ

cSQTMPeV XaOeW caVe SJ cSRZeVXMRK XLeQ XS XLe cSVVeWTSRdMRK MRXeKeV VeTVeWeRXaXMSRW.ǧ

ǧ

OR a JMRaP RSXe, aW XLMW e\LMbMX MW WPMKLXP] YRMJSVQ acVSWW XLe cSdebaWe a WMRKYPaV cSRXVacX cSYPdǧ

be cVeaXed XLaX WMQTP] decPaVeW XLe XMQe YRMXW aW `cSRWXaRX` ZaVMabPeW aRd MW WYbWeUYeRXP]ǧ

MRLeVMXed [LeVeZeV XLe] aVe ReceWWaV]. TLMW [SYPd TSWe RS b]XecSde SZeVLead aRd [SYPdǧ

KVeaXP] STXMQM^e XLe cSdebaWe aW JSV e\aQTPe `UNIX_DAY` MW QYcL QSVe VeadabPe XLaR `86400`.ǧ

ǧ

ǧ

ǧ

ǧ

95ǧ



ǧ

RIGSQQIRHaXMSRW:ǧ

We [MPP RSX VeTPa] XLMW e\LMbMX MR SXLeV cSRXVacXW, LS[eZeV MX dSeW aTTP] aRd a cSQQSRǧ

MRLeVMXaRce cLaMR WLSYPd be deJMRed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 84a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

PSXeRXMaPP] UR[aRXed `XLVS[`ǧ VSPaXMPe CSdeǧ IRJSVQaXMSRaPǧ
LSaRCPSWMRKW.WSP:ǧ

L322-L323ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

IJ a PSaR'W `Qa\DYVaXMSR` MW WQaPPeV XLaR XLe dePXa XLaX LaW TaWWed WMRceǧ

`PSaRLScaP.eRdTMQeWXaQT` aRd `bPScO.XMQeWXaQT` [LMPe `bPScO.XMQeWXaQT` MW PeWW XLaRǧ

`PSaRLScaP.eRdTMQeWXaQT + 3600` XLe PMROed PMReW [MPP XLVS[ dYe XS XLe `SaJeMaXL` WYbXVacXMSRǧ

MRZScaXMSR.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS eZaPYaXe [LeXLeV SV RSX XLMW MW MRXeRded.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 85a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

DYTPMcaXe SYbXVacXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRCPSWMRKW.WSP:ǧ

L340-L350ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

IR XLe PMROed PMReW XLe JYRcXMSR `_dSCSPPaXeVaPS[aT` MW caPPed b] TaWWMRK a TSMRXeV XS XLe `WXSVaKe`ǧ

SJ `PSaRLScaP`. TLe `WSYVceTSOeRAQSYRXUWed` MW WYbXVacXed MR bSXL `_dSCSPPaXeVaPS[aT` žLeVeǧ

aW [ePP aW SR XLe PMROed PMReW MR XLe caPPeV JYRcXMSR, QeaRMRK XLaX XLe ZaPYe [MPP MRcSVVecXP] beǧ

WYbXVacXed X[Mce.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe SRe SJ XLe WYbXVacXMSRW MW VeQSZed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/modules/LoanMaintenance.sol%23L597-L598
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Exhibit 86a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

GaW RebaXe LScOǧ CSdMRK SX]Peǧ MMRSVǧ
LSaRCPSWMRKW.WSP:ǧ

L362-L377ǧ

ǧ

[MINOR] DIWGVMTXMSR:ǧ

TLe PMROed PMReW aVe QeaRX XS VebaXe XLe LMKL KaW cSWX SJ XLe JYRcXMSR b] XVaRWQMXXMRK WSQeǧ

XSOeRW XS XLe caPPeV, XLe XVaRWacXMSR MXWePJ cSWXMRK WSQe KaW aW [ePP. TLe cSVe MWWYe [MXL XLMWǧ

JYRcXMSR MW XLaX MX [SYPd TeVJSVQ cSVVecXP] YRdeV STXMQaP cMVcYQWXaRceW, LS[eZeV a QaPJYRcXMSRǧ

MR XLe TVMce Jeed SJ XLe KaW TVMce SV aR e\ceTXMSRaPP] LMKL KaW TVMce [SYPd VeRdeV XLMW JYRcXMSRǧ

RSR-MRZScabPe dYe XS a ZeV] LMKL VebaXe Jee.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLaX eMXLeV XLe VebaXe W]WXeQ MW VeZaQTed SV XLaX XLe MJ cSRdMXMSRaP aPWS eRWYVeWǧ

eRSYKL cSPPaXeVaP e\MWXW XS VebaXe MRWXead SJ cSRdYcXMRK a `SaJeMaXL` WYbXVacXMSR MRZScaXMSRǧ

XLaX Qa] LaPX e\ecYXMSR.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 87a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX `SaJeMaXL` IRZScaXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRCPSWMRKW.WSP:ǧ

L442-L443ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe WXaXeQeRXW XLaX žTVecede XLe cSde bPScOž eRWYVe XLaX XLe WYbXVacXMSR [MPP ReZeV YRdeVJPS[ǧ

aRd XLYW XLe `SaJeMaXL` MRZScaXMSR MW VedYRdaRX.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe `SaJeMaXL` MRZScaXMSR MW VeQSZed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/modules/LoanClosings.sol%23L431-L437
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Exhibit 88a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX AWWMKRQeRXǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRCPSWMRKW.WSP:ǧ

L502-L506, L763ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

APP ZaPYeW MR SSPMdMX] SbXaMR a deJaYPX ZaPYe SR MRWXaRXMaXMSR YWYaPP] eUYaP XS ^eVS. TLYW, aǧ

cSRWeUYeRX aWWMKRQeRX SJ ^eVS XS aR aPVead] MRMXMaPM^ed ZaVMabPe MW YRReceWWaV] aRd XLe PMROedǧ

cSde bPScO caR be SQMXXed.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 89a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX CSRdMXMSRaPǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRCPSWMRKW.WSP:ǧ

L638-L645ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cSRdMXMSRaP eRWYVeW XLaX XLe WYbXVacXMSR SJ L633 ]MePdW a RSR-^eVS ZaPYe. TLMW QeaRW XLaX MXǧ

eWWeRXMaPP] KYaVaRXeeW XLaX `MRXeVeWXReJYRdTSBSVVS[eV` MW KVeaXeV-XLaR (`>`) XLe ZaPYe SJǧ

`PSaRCPSWeAQSYRXLeWWIRXeVeWX`.ǧǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

AW XLMW MW aP[a]W XVYe dYe XS XLe cSRdMXMSRaP SJ XLe SYXeV `MJ` cPaYWe SR L619, XLe `MJ` cPaYWe caRǧ

be WaJeP] VeQSZed aW `MRXeVeWXReJYRdTSBSVVS[eV` [MPP aP[a]W be RSR-^eVS.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 90a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

PSXeRXMaPP] RedYRdaRX UXMPM^aXMSR SJǧ

AWWeQbP]ǧ
OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRCPSWMRKW.WSP:ǧ

L841-L856ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe VaXMSRaPe beLMRd YXMPM^MRK a `WXaXMccaPP` MRWXead SJ [VaTTMRK XLe `addVeWW` XS XLe TVSZMdedǧ

`IPVMceFeedW` MRXeVJace aRd MRZSOMRK XLe JYRcXMSR dMVecXP] WLSYPd be VePa]ed XS YW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 91a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FaPPbacO PaVadMKQǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRMaMRXeRaRce.WSP:ǧ

L39-L43ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cYVVeRX JaPPbacO JYRcXMSR MQTPeQeRXaXMSR `VeZeVX`W XS TVeZeRX aR] X]Te SJ EXLeVeYQ XVaRWJeVǧ

XS XLe cSRXVacX. TLMW TaVadMKQ [aW deTPS]ed žTVe-Z0.4.0ž becaYWe a cSRXVacX [SYPd be abPe XSǧ

VeceMZe aRd eWWeRXMaPP] PScO EXLeVeYQ aW TaVX SJ VeKYPaV XVaRWJeVW.ǧ

ǧ

AJXeV Z0.4.0, a cSRXVacX aYXSQaXMcaPP] XLVS[W MJ RS JaPPbacO JYRcXMSR MW TVSZMded aRd aW WYcL XLeǧ

PMROed cSde caR WMQTP] be SQMXXed MJ XLe deWMVe MW XS TVeZeRX EXLeV XVaRWJeVW XS XLe cSRXVacX.ǧ

ǧ

TLe [aVRMRK SJ XLe PMROed SSPMdMX] dScW WLSYPd be OeTX MR QMRd [LeVeb] a cSRXVacX MW WXMPP abPe XSǧ

VeceMZe EXLeV eMXLeV JVSQ a `WePJdeWXVYcX` STeVaXMSR SV a bPScO Ve[aVd.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 92a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

SXVYcX OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRMaMRXeRaRce.WSP:ǧ

L19-L35ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe ZaVMabPe `eRdTMQeWXaQT` caR WaJeP] be KVSYTed [MXL aR `addVeWW` decPaVaXMSR aW a YRM\ǧ

XMQeWXaQT, eZeR SR cSRXeQTSVaV] W]WXeQW, LaW aX QSWX 64-bMXW SJ TVecMWMSR aRd aR `addVeWW`ǧ

PeaZeW YT 96 bMXW XLaX cSYPd be YXMPM^ed b] XLe YRM\ XMQeWXaQT XS WXSVe MX MR a WMRKPe `WXSVaKe` WPSXǧ

VedYcMRK XLe RYQbeV SJ [SVdW XLe `WXVYcX` SccYTMeW b] SRe.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe daXa X]Te SJ ZaVMabPe `eRdTMQeWXaQT` XS `YMRX64`.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 93a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

PVSZMde EVVSV MeWWaKeǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRMaMRXeRaRce.WSP:ǧ

L127-L128ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLMW `SaJeMaXL` WYbXVacXMSR [MPP JaMP MR caWe XLe [MXLdVa[aP aQSYRX VeUYeWXed MW KVeaXeV XLaR XLeǧ

aQSYRX SJ aZaMPabPe cSPPaXeVaP.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe a TVSTeV eVVSV QeWWaKe MW TVSZMded aW XLMW MW a PMOeP] WceRaVMS.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 94a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

URKVSYTed CSRdMXMSRaPǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRMaMRXeRaRce.WSP:ǧ

L250-L256, L331-L337ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

IRWXead SJ cSRdYcXMRK aWWMKRQeRXW TaWX XLe JMVWX `VeUYMVe` cPaYWe, a `&&` cSRdMXMSRaP TaMV cSYPdǧ

be YWed [LeVeb] XLe WecSRd cSRdMXMSRaP WMQTP] WYbXVacXW `bPScO.XMQeWXaQT` aRd eZaPYaXeW XLeǧ

WecSRd `VeUYMVe` cSRdMXMSRaP. TLMW MW TSWWMbPe becaYWe MJ XLe JMVWX cSRdMXMSRaP SJ XLe TaMVǧ

eZaPYaXeW XS `XVYe` aR] `SaJeMaXL` YXMPM^aXMSR [MPP be VedYRdaRX aW XLe WYbXVacXMSR [MPP ReZeVǧ

YRdeVJPS[.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe `VeUYMVe` WXaXeQeRX, aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 95a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

CSde BPScO OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRMaMRXeRaRce.WSP:ǧ

L441-L463, L492-L514ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed cSde bPScO caR be KVeaXP] STXMQM^ed. FMVWX, XLe `LSaRReXYVRDaXa[]` aVVa] MRWXaRXMaXMSRǧ

WLSYPd LaZe a PeRKXL SJ `cSYRX.QMR256(WeX.ZaPYeW.PeRKXL)` VaXLeV XLaR WMQTP] `cSYRX` aW aRǧ

`aWWeQbP]` "LacO" MW YXMPM^ed XS QaRYaPP] VedYce XLe WM^e žLeVež.ǧ

ǧ

SecSRdP], MRWXead SJ VeXaMRMRK a WeTaVaXe `MXeQCSYRX` ZaVMabPe MX [SYPd be TSWWMbPe XS MRWXeadǧ

decVeQeRX XLe `cSYRX` ZaVMabPe YRXMP MX VeacLeW ^eVS aRd YXMPM^e `PSaRWDaXa.PeRKXL - cSYRX` aW XLeǧ

MRde\ MR XLe aWWMKRQeRX MRWXead SJ `MXeQCSYRX`.ǧ

ǧ

FMRaPP], XLe žPSST cSRdMXMSRaPWž aW [ePP aW XLe PScaXMSR XLe ž`M` ZaVMabPe MW YXMPM^edž caR be adNYWXed XSǧ

RSX VeUYMVe aR addMXMSR aRd WYbXVacXMSR SR eacL MXeVaXMSR b] adNYWXMRK XLe eRdW SJ XLe `JSV` PSST,ǧ

M.e. LaZe `M` WXaVX aX `eRd - 1` MRWXead SJ `eRd - WXaVX` aRd cSRZeVX XLe cSRdMXMSRaP JVSQ `M > 0` XS `M >ǧ

WXaVX - 1`.ǧ

ǧ

TLe PSKMc [SYPd be eUYMZaPeRX [LMPWX XLe KaW cSWX [MPP be VedYced.ǧ

ǧ

APXLSYKL XLe PMROed bPScOW cSRceVR že\LMbMX Až, XLe WaQe STXMQM^aXMSRW caR be aTTPMed MR že\LMbMXǧ

Bž.ǧ

ǧ

ǧ
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https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/modules/LoanMaintenance.sol%23L460-L462
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https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/modules/LoanMaintenance.sol%23L492-L514
https://github.com/bZxNetwork/contractsV2/blob/471dce9bbbf4f8204c0fb5a13a8f9c38babd502e/contracts/modules/LoanMaintenance.sol%23L492-L514


ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 96a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

`MJ` BPScO OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRMaMRXeRaRce.WSP:ǧ

L528-L535ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cSRZSPYXed `MJ` bPScO caR be KVeaXP] STXMQM^ed MRXS X[S cSRdMXMSRaPW. AW `PSaRT]Te` caR SRP]ǧ

be `0`, `1` SV `2` XLe cSRdMXMSRaP caR be WMQTPMJMed XS a WMRKPe `MJ` cPaYWe [MXL XLe e\TVeWWMSRǧ

`(PSaRT]Te == 1 && PSaRPaVaQWLScaP.Qa\LSaRTeVQ == 0) `` (PSaRT]Te == 2 &&ǧ

PSaRPaVaQWLScaP.Qa\LSaRTeVQ != 0)`.ǧ

ǧ

AddMXMSRaPP], aW `PSaRT]Te` caR SRP] LSPd 3 ZaPYeW MX [SYPd be [MWe XS YWe aR `eRYQ` MRWXead.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 97a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FaPPbacO PaVadMKQǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaROTeRMRKW.WSP:ǧ

L20-L24ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cYVVeRX JaPPbacO JYRcXMSR MQTPeQeRXaXMSR `VeZeVX`W XS TVeZeRX aR] X]Te SJ EXLeVeYQ XVaRWJeVǧ

XS XLe cSRXVacX. TLMW TaVadMKQ [aW deTPS]ed žTVe-Z0.4.0ž becaYWe a cSRXVacX [SYPd be abPe XSǧ

VeceMZe aRd eWWeRXMaPP] PScO EXLeVeYQ aW TaVX SJ VeKYPaV XVaRWJeVW.ǧ

ǧ

AJXeV Z0.4.0, a cSRXVacX aYXSQaXMcaPP] XLVS[W MJ RS JaPPbacO JYRcXMSR MW TVSZMded aRd aW WYcL XLeǧ

PMROed cSde caR WMQTP] be SQMXXed MJ XLe deWMVe MW XS TVeZeRX EXLeV XVaRWJeVW XS XLe cSRXVacX.ǧ

ǧ

TLe [aVRMRK SJ XLe PMROed SSPMdMX] dScW WLSYPd be OeTX MR QMRd [LeVeb] a cSRXVacX MW WXMPP abPe XSǧ

VeceMZe EXLeV eMXLeV JVSQ a `WePJdeWXVYcX` STeVaXMSR SV a bPScO Ve[aVd.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 98a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IReJJMcMeRX `VeXYVR` VaVMabPeǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaROTeRMRKW.WSP:ǧ

L468-L536ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

AW XLe JYRcXMSR `_MRMXMaPM^eLSaR` MW caPPed SRce žLeVež, MX [SYPd be TSWWMbPe XS VeXYVR a `WXSVaKe`ǧ

TSMRXeV dMVecXP] MRWXead SJ aR ID XLaX MW WYbWeUYeRXP] PSSOed YT aKaMR MR XLe `QaTTMRK`.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde WXaXeQeRX, aW deWcVMbed.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 99a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX `abM.eRcSdePacOed`ǧ

UXMPM^aXMSRǧ
OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaROTeRMRKW.WSP:ǧ

L487-L492ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

APP ZaVMabPeW MRcPYded MR XLe `abM.eRcSdePacOed` MRZScaXMSR caRRSX be TacOed YRdeV a WMRKPeǧ

256-bMX WPSX aRd aW WYcL, XLe MRZScaXMSR MW eUYMZaPeRX XS `abM.eRcSde` [LMcL MW QSVe KaW eJJMcMeRX.ǧ

AddMXMSRaPP], [LeR caPcYPaXMRK LaWLeW aW MdeRXMJMeVW MX MW [MWe XS YXMPM^e `abM.eRcSde` MRWXead SJǧ

`abM.eRcSdePacOed` aW YRaccSYRXed-JSV XMKLX TacOW caR Pead XS XLe WaQe ID beMRK KeReVaXedǧ

[MXL dMJJeVeRX MRTYX ZaVMabPeW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS JaZSV YXMPM^MRK `abM.eRcSde` SZeV `abM.eRcSdePacOed`.ǧ

ǧ

APPIZMaXMSRW:ǧ

NS aPPeZMaXMSRW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 100a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FaPPbacO PaVadMKQǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ LSaRSeXXMRKW.WSP: L17-L21ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cYVVeRX JaPPbacO JYRcXMSR MQTPeQeRXaXMSR `VeZeVX`W XS TVeZeRX aR] X]Te SJ EXLeVeYQ XVaRWJeVǧ

XS XLe cSRXVacX. TLMW TaVadMKQ [aW deTPS]ed žTVe-Z0.4.0ž becaYWe a cSRXVacX [SYPd be abPe XSǧ

VeceMZe aRd eWWeRXMaPP] PScO EXLeVeYQ aW TaVX SJ VeKYPaV XVaRWJeVW.ǧ

ǧ

AJXeV Z0.4.0, a cSRXVacX aYXSQaXMcaPP] XLVS[W MJ RS JaPPbacO JYRcXMSR MW TVSZMded aRd aW WYcL XLeǧ

PMROed cSde caR WMQTP] be SQMXXed MJ XLe deWMVe MW XS TVeZeRX EXLeV XVaRWJeVW XS XLe cSRXVacX.ǧ

ǧ

TLe [aVRMRK SJ XLe PMROed SSPMdMX] dScW WLSYPd be OeTX MR QMRd [LeVeb] a cSRXVacX MW WXMPP abPe XSǧ

VeceMZe EXLeV eMXLeV JVSQ a `WePJdeWXVYcX` STeVaXMSR SV a bPScO Ve[aVd.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 101a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

CSde BPScO OTXMQM^aXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
LSaRSeXXMRKW.WSP:ǧ

L112-L126ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe PMROed cSde bPScO caR be KVeaXP] STXMQM^ed. FMVWX, XLe `LSaRReXYVRDaXa[]` aVVa] MRWXaRXMaXMSRǧ

WLSYPd LaZe a PeRKXL SJ `cSYRX.QMR256(WeX.ZaPYeW.PeRKXL)` VaXLeV XLaR WMQTP] `cSYRX` aW aRǧ

`aWWeQbP]` "LacO" MW YXMPM^ed XS QaRYaPP] VedYce XLe WM^e žLeVež.ǧ

ǧ

SecSRdP], MRWXead SJ VeXaMRMRK a WeTaVaXe `MXeQCSYRX` ZaVMabPe MX [SYPd be TSWWMbPe XS MRWXeadǧ

decVeQeRX XLe `cSYRX` ZaVMabPe YRXMP MX VeacLeW ^eVS aRd YXMPM^e `PSaRWDaXa.PeRKXL - cSYRX` aW XLeǧ

MRde\ MR XLe aWWMKRQeRX MRWXead SJ `MXeQCSYRX`.ǧ

ǧ

FMRaPP], XLe žPSST cSRdMXMSRaPWž aW [ePP aW XLe PScaXMSR XLe ž`M` ZaVMabPe MW YXMPM^edž caR be adNYWXed XSǧ

RSX VeUYMVe aR addMXMSR aRd WYbXVacXMSR SR eacL MXeVaXMSR b] adNYWXMRK XLe eRdW SJ XLe `JSV` PSST,ǧ

M.e. LaZe `M` WXaVX aX `eRd - 1` MRWXead SJ `eRd - WXaVX` aRd cSRZeVX XLe cSRdMXMSRaP JVSQ `M > 0` XS `M >ǧ

WXaVX - 1`.ǧ

ǧ

TLe PSKMc [SYPd be eUYMZaPeRX [LMPWX XLe KaW cSWX [MPP be VedYced.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS cLaRKe XLe cSde bPScO aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 102a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

RedYRdaRX `abM.eRcSdePacOed`ǧ

UXMPM^aXMSRǧ
OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ

LSaRSeXXMRKW.WSP:ǧ

L144-L151ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

APP ZaVMabPeW MRcPYded MR XLe `abM.eRcSdePacOed` MRZScaXMSR caRRSX be TacOed YRdeV a WMRKPeǧ

256-bMX WPSX aRd aW WYcL, XLe MRZScaXMSR MW eUYMZaPeRX XS `abM.eRcSde` [LMcL MW QSVe KaW eJJMcMeRX.ǧ

AddMXMSRaPP], [LeR caPcYPaXMRK LaWLeW aW MdeRXMJMeVW MX MW [MWe XS YXMPM^e `abM.eRcSde` MRWXead SJǧ

`abM.eRcSdePacOed` aW YRaccSYRXed-JSV XMKLX TacOW caR Pead XS XLe WaQe ID beMRK KeReVaXedǧ

[MXL dMJJeVeRX MRTYX ZaVMabPeW.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS JaZSV YXMPM^MRK `abM.eRcSde` SZeV `abM.eRcSdePacOed`.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 103a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FaPPbacO PaVadMKQǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
PVSXScSPSeXXMRKW.WSP:ǧ

L20-L24ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cYVVeRX JaPPbacO JYRcXMSR MQTPeQeRXaXMSR `VeZeVX`W XS TVeZeRX aR] X]Te SJ EXLeVeYQ XVaRWJeVǧ

XS XLe cSRXVacX. TLMW TaVadMKQ [aW deTPS]ed žTVe-Z0.4.0ž becaYWe a cSRXVacX [SYPd be abPe XSǧ

VeceMZe aRd eWWeRXMaPP] PScO EXLeVeYQ aW TaVX SJ VeKYPaV XVaRWJeVW.ǧ

ǧ

AJXeV Z0.4.0, a cSRXVacX aYXSQaXMcaPP] XLVS[W MJ RS JaPPbacO JYRcXMSR MW TVSZMded aRd aW WYcL XLeǧ

PMROed cSde caR WMQTP] be SQMXXed MJ XLe deWMVe MW XS TVeZeRX EXLeV XVaRWJeVW XS XLe cSRXVacX.ǧ

ǧ

TLe [aVRMRK SJ XLe PMROed SSPMdMX] dScW WLSYPd be OeTX MR QMRd [LeVeb] a cSRXVacX MW WXMPP abPe XSǧ

VeceMZe EXLeV eMXLeV JVSQ a `WePJdeWXVYcX` STeVaXMSR SV a bPScO Ve[aVd.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 104a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IRZaPMd `VeUYMVe` MeWWaKeǧ CSdMRK SX]Peǧ IRJSVQaXMSRaPǧ PVSXScSPSeXXMRKW.WSP: L94ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `VeUYMVe` cSRdMXMSRaP eRWYVeW XLaX eMXLeV aR addMXMSR SV VeQSZaP SJ a TSSP `addVeWW` MW beMRKǧ

dSRe MR XLe TaVXMcYPaV PSST MXeVaXMSR ]eX XLe eVVSV QeWWaKe MQTPMeW XLaX XLe TSSP WMQTP] dSeW RSXǧ

e\MWX [LMcL MW RSX XLe caWe JSV XLe JMVWX TaVX SJ XLe "OR" cSRdMXMSRaP.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

 We adZMWe XLe QeWWaKe be adaTXed XS beXXeV VeTVeWeRX XLe cLecO MQTSWed LeVe.ǧ

ǧ

AddMXMSRaPP], [e [SYPd adZMWe aR addMXMSRaP cLecO [LeVeb], MR caWe SJ aR addMXMSR, MX MW eRWYVedǧ

XLaX XLe TSSP LaWR'X beeR added MR XLe TaWX aW MX [SYPd be SZeV[VMXMRK WXSVaKe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 105a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

FaPPbacO PaVadMKQǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ
S[aTWE\XeVRaP.WSP:ǧ

L20-L24ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe cYVVeRX JaPPbacO JYRcXMSR MQTPeQeRXaXMSR `VeZeVX`W XS TVeZeRX aR] X]Te SJ EXLeVeYQ XVaRWJeVǧ

XS XLe cSRXVacX. TLMW TaVadMKQ [aW deTPS]ed žTVe-Z0.4.0ž becaYWe a cSRXVacX [SYPd be abPe XSǧ

VeceMZe aRd eWWeRXMaPP] PScO EXLeVeYQ aW TaVX SJ VeKYPaV XVaRWJeVW.ǧ

ǧ

AJXeV Z0.4.0, a cSRXVacX aYXSQaXMcaPP] XLVS[W MJ RS JaPPbacO JYRcXMSR MW TVSZMded aRd aW WYcL XLeǧ

PMROed cSde caR WMQTP] be SQMXXed MJ XLe deWMVe MW XS TVeZeRX EXLeV XVaRWJeVW XS XLe cSRXVacX.ǧ

ǧ

TLe [aVRMRK SJ XLe PMROed SSPMdMX] dScW WLSYPd be OeTX MR QMRd [LeVeb] a cSRXVacX MW WXMPP abPe XSǧ

VeceMZe EXLeV eMXLeV JVSQ a `WePJdeWXVYcX` STeVaXMSR SV a bPScO Ve[aVd.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

 We adZMWe XLe XeaQ XS VeQSZe VedYRdaRX cSde.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ

ǧ

ǧ

ǧ
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Exhibit 106a

TITLEǧ TYPEǧ SEVERITYǧ LOCATIONǧ

IReJJMcMeRX `VeUYMVe` LScaXMSRǧ OTXMQM^aXMSRǧ IRJSVQaXMSRaPǧ S[aTWE\XeVRaP.WSP: L55ǧ

ǧ

[INFORMATIONAL] DIWGVMTXMSR:ǧ

TLe `VeUYMVe` WXaXeQeRX cSYPd MRWXead be VePScaXed XS aR `ePWe` bVaRcL SJ XLe TVecedMRK `MJ`ǧ

cPaYWe aW XLe PSKMcaP cLecO MW VedYRdaRX MJ XLe `MJ` cPaYWe eZaPYaXeW XS `XVYe`.ǧ

ǧ

RIGSQQIRHaXMSRW:ǧ

 We adZMWe XLe XeaQ XS cLaRKe XLe VePeZaRX cSde, aW deWcVMbed abSZe.ǧ

ǧ

APPIZMaXMSRW:ǧ

TLe XeaQ STXed XS cLaRKe XLe cSdebaWe accSVdMRK XS SYV VeJeVeRceW.ǧ

ǧ
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